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What do these companies have in common ? 



É 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 3 

Cyber attacks are one of the unfortunate realities of doing business today. 

 All were smart, all had security    
 All were seriously compromised. 

Todayôs Realityé. 
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Cisco Security ï 2014 Midyear Security Report 

100 percent of companies surveyed 

by Cisco have connections to 

domains that are known to host 

malicious files or services.  (2014 CASR) 
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The Industrialization of Hacking  

2000 1990 1995 2005 2010 2015 2020 

Viruses 
1990ï2000 

Worms 
2000ï2005 

Spyware and Rootkits 
2005ïToday 

APTs Cyberware 
Today + 

Hacking Becomes 
an Industry 

Sophisticated Attacks, 
Complex Landscape 

Phishing, Low 
Sophistication  
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Collective Security Intelligence 

Covering the Entire Attack Continuum 

NGFW 

Secure Access + Policy Control 

VPN NGIPS 

Web Security 

Advanced Malware Protection 

Network Behavior Analysis 

BEFORE 
Discover 

Enforce  

Harden 

AFTER 
Scope 

Contain 

Remediate 

Attack Continuum 

Detect  

Block  

Defend 

DURING 

The New Security Model 
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Enhanced Security & Cost Savings 

Superior Network 

Visibility 

Rogue hosts, Vulnerabilities, 

Applications, OS, Servers, Mobiles 

Impact Assessment & 

Correlation 

Industry Leading 

Threat Detection 

Threat correlation reduces 

actionable events by up to 99% 

Automated Tuning 

Adjust IPS policies automatically  

based on network changes 

Continuous Analysis,  

Trajectory 

Remediation 
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Superior Network Visibility 
Cisco Security Intelligence 

Superior Network 

Visibility 

Rogue hosts, Vulnerabilities, 

Applications, OS, Servers, Mobiles 

Categories Cisco FirePOWER Services Typical IPS Typical NGFW 

Threats V V V 
Users V U V 
Web Applications V U V 
Application Protocols V U V 
File Transfers V U V 
Malware V U U 
Command & Control Servers V U U 
Client Applications V U U 
Network Servers V U U 
Operating Systems V U U 
Routers & Switches V U U 
Mobile Devices V U U 
Printers V U U 
VoIP Phones V U U 
Virtual Machines V U U 
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Automated Tuning 

Adjust IPS policies automatically  

based on network changes 

Automated Tuning 

 

 

Å Automated Recommended Rules customized & based on Customerôs Infrastructure 

 

Å Automated IPS Policies based on network changes 

 

Å Simplifies Operations & Reduces Costs 
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Impact Assessment & Correlation 
Impact Assessment & 

Correlation 

Threat correlation reduces 

actionable events by up to 99% 

Automatically Correlates 

 all intrusion events 

1 

2 

3 

4 

 0 

IMPACT FLAG 
ADMINISTRATOR 

ACTION 
WHY 

Act Immediately; 

Vulnerable 

Event corresponds 

with vulnerability 

mapped to host 

Investigate; 

Potentially 

Vulnerable 

Relevant port open 

or protocol in use, 

but no vulnerability 

mapped 

Good to Know; 

Currently Not 

Vulnerable 

Relevant port not 

open or protocol not 

in use 

Good to Know; 

Unknown Target 

Monitored network, 

but unknown host 

Good to Know; 

Unknown Network 

Unmonitored 

network 
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Actual Disposition = Bad = Blocked 

NGFW 
 

 
NGIPS 

Initial Disposition = unknown 

Point-in-time Detection 

Retrospective Detection, 
 Analysis Continues 

Initial Disposition = unknown 

Continuous 

Blind to 
scope of 

compromise 

Sleep 
Techniques 

Unknown 
Protocols 

Encryption 

Polymorphism 

Actual Disposition = Bad = Too Late!! 

Turns back 
time 
 
Visibility and 
Control are 
Key 

Not 100% 

Analysis 
Stops Continuous Analysis,  

Trajectory 

Remediation 

Remediation 
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Industry Leading Threat Detection 
Industry Leading 

Threat Detection 

Cisco 

Best Protection Value 

 

99.2% 

Security 

Effectiveness 

The NGFW Security Value Map 

shows the placement of Cisco ASA 

with FirePOWER Services as 

compared to other vendors.  

 

Cisco achieved 99.2 percent in 

security effectiveness and now all 

can be confident that they will 

receive the best protections possible 

Source: NSS Labs 2014 


