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What do these companies have in common ?
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Cisco Security i 2014 Midyear Security Report
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The Industrialization of Hacking

Worms
20001 2005

Viruses
1990i 2000

Spyware and Rootkits
2005i Today

APTs Cyberware
Today +
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The New Security Model
Covering the Entire Attack Continuum

Attack Continuum

BEFOR DURIN

NGFW VPN NGIPS Advanced Malware Protection

Secure Access + Policy Control Web Security Network Behavior Analysis

Collective Security Intelligence
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E 2013

Enhanced Security & Cost Savings

Cisco and/ or

Superior Network

Visibility Automated Tuning Impact Assessment &
Correlation
Rogue hosts, Vulnerabilities, Adjust IPS policies automatically Threat correlation reduces
Applications, OS, Servers, Mobiles based on network changes actionable events by up to 99%
Remediation Industry Leading
5 Threat Detection
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Continuous Analysis,
Trajectory
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Superior Network

Superior Network Visibility Visibility

Cisco Secunty Intelligence

Rogue hosts, Vulnerabilities,
Applications, OS, Servers, Mobiles

Categories Cisco FirePOWER Services Typical IPS Typical NGFW

Threats

Users

Web Applications
Application Protocols
File Transfers
Malware

Command & Control Servers
Client Applications
Network Servers
Operating Systems
Routers & Switches
Mobile Devices
Printers

VolP Phones

Virtual Machines
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f Automated Tuning

Automated Tuning a

Adjust IPS policies automatically
based on network changes

Recommended Rules & based on
A Automated IPS Policies based on

A Simplifies Operations & Reduces Costs
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Impact Assessment &

Impact Assessment & Correlation c‘.*
L

Last 1 hour

itored network,
t unknown host

Automatically Correlates
all intrusion events

Unmonitored
ork network
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Remediation

Remediation - 1

Not 100%
NGEW =
=
NGIPS =

Initial Disposition nknown Actual Disposition = Bad = Too Late!!

Continuous Analysis,
Trajectory

Retrospective Detection,
Analysis Continues

Continuous 3 .

Initial Disposition mnknown

0N 0

Actual Disposition = Bad = Blocked
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Industry Leading Threat Detection

The NGFW Security Value Map Cisco

shows the placement of Cisco ASA Best Protection Value

with FirePOWER Services as 99 2%
compared to other vendors. Security
EIEANERERS

Cisco achieved 99.2 percent in
security effectiveness and now all
can be confident that they will
receive the best protections possible
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Industry Leading
Threat Detection
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