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Introduction  

This report explores what resilience means today and how enterprises are developing strategies to circumvent 
the effects of future disruptive world events. 

Recent situations reveal the complexity and interlinked effects of different disruptive events. 

The war on Ukraine. The COVID pandemic. Natural disasters. These occurrences raise alarms about the lack of 
readiness for what is to come and spark recognition that many major events, no matter their origin, tend to 
have ripple effects.  

Take the current supply chain disruption faced by many countries – while only occurring in a few markets, it 
has driven price hikes on a global scale. For example, trade energy embargoes on fossil fuels headed for 
central Europe also increased electricity costs in northern Europe1. Due to the interconnection of ecosystems, 
cascading impacts become broader than the initial cause and could jeopardize some of the Sustainable 
Development Goals (SDG), such as SDG 7 – affordable and clean energy2. 

Resilience is a term used within the business community and academia, often with various meanings. It 
commonly refers to the ability to bounce back and return to a previous state after a disturbance. In the 
context of enterprises, the term describes the ability to maintain core capabilities, identity and structure, and 
the capacity for agile transformation.3 This report considers all of the above in its definition of resilience. For 
an enterprise to be resilient, it thus needs to be capable of handling systemic disruptions that can be random, 
accidental, or even intentional. 

Living in an uncertain world where ecosystems grow in number and complexity brings into focus ways to deal 
with, survive and even evolve around disruptive events. Recent world events such as the pandemic and its 
consequences on businesses have intensified discussions on disruptive changes, risk management and other 
means of strengthening resilience.  

How can an enterprise not only survive but also evolve and thrive during times of crises and disruptive 
changes? What is the role of technology (including digitalization, cloud, telepresence solutions and mobile 
connectivity such as 5G) and society in this context? How do enterprises relate to sustainability within a 
resilience framework? What are the differences between resilience and sustainability and why are they 
important?  

To answer these questions, we interviewed 9,200 decision-makers and employees from 23 markets across all 
industry segments. 

  

 
1 https://www.consilium.europa.eu/en/policies/eu-response-ukraine-invasion/how-russia-s-war-in-ukraine-
has-impacted-markets/ 

2 https://unric.org/en/sdg-7/ 

3 IPCC 2022 report WGII 



 

 

Key findings  
 

1. A more disruptive future awaits 

• Four times as many decision-makers and employees agree than disagree that there will be more 
frequent and severe disruptive events in the future. 

• Natural disasters caused by climate change (such as flooding and storms) are key challenges for 42 
percent of decision-makers and more expect it in the future.  

• Not all events are equal – energy crises, pandemics and cyberattacks are regarded as the likeliest and 
most severe events. 

2. Enterprises are more prepared for disruptive events, enabled through digitalization and automation 

• 49 percent of decision-makers say their company has a well-defined strategy to handle disruptive 
events, while 4 percent do not agree. Amongst employees, eight times more say they are prepared 
than not. 

• Companies that have experienced an event are 10 percentage points more likely to be prepared for it 
again. 

• 90 percent of companies with a well-defined resilience strategy invest in digitalization and automation 
to become more resilient – 50 percent higher than those without a strategy. 

3. Societal and digital support is necessary for enterprises to handle future crises. 

• Decision-makers (89 percent) and employees (83 percent) say societal support is critical during 
disruptive events. 

• 58 percent of employees think well-functioning cooperation with partners, suppliers and others is key 
to increasing their workplace’s ability to handle disruptive events. 

• Almost 6 out of 10 decision-makers want an AI-based service that learns from previous events and 
provides early preventive recommendations or warnings of disruptive events, and almost as many want 
Virtual Reality (VR) resilience training systems for their employees. 

4. Enterprises can avoid the vicious circle of decreased environmental sustainability by balancing efficiency and 
redundancy 

• As enterprises experience more disruptive events, their reliance on redundant solutions increases. This 
could become a vicious circle with increased resource usage and higher environmental impact. 

• To counter this, dematerialization through digitalization could enable enterprises to become more 
resource-efficient. 

• Nearly half of the surveyed enterprises say they already consider both efficiency and redundancy to 
find the best trade-off. 

 

5. There are five paths to resiliency that enterprises tend to follow 

• Depending on the nature of each enterprise, this study identified five different paths enterprises take 
to achieve resilience: “Employee-led”, “Agile and cost-efficient”, “Automation first”, “Sustainability 
pays off” and “Innovation through digitalization.” 

• Despite the differences between these paths, some characteristics are also shared to varying degrees, 
such as innovation, digitalization, proactive risk management and environmental sustainability. 

 

 



 

 

6. It is time to rethink resilience 

• None of the five paths is sufficient to reach long-term resilience – a sustainable future for all. Two key shifts 
will be imperative going forward: 

• Short-term redundancy-based resilience needs to shift to a more environmentally sustainable, long-term 
efficiency-based resilience. Achieving this is challenging, as almost 8 out of 10 enterprises are still increasing 
supply chain redundancy today. 

• Recovery-oriented resilience needs to shift towards pro-active business model innovation. Already today 80 
percent of decision-makers include this in their resilience strategy, and close to 60 percent of them plan to 
intensify their efforts in the future. 
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A more disruptive future awaits  

Enterprises can expect more frequent and severe disruptive changes requiring new solutions that recognize 
the interconnection of its impacts across multiple touch points.  

Recent disruptive events 

Today, the topic of disruptive changes may be associated with the pandemic, military conflicts and war. Still, 
various other disruptive changes can affect enterprises and their employees, including cyber-attacks, energy 
crises, trade wars and natural disasters.  

Pandemics are the only disruptive events that almost all decision-makers and employees have experienced in 
the past five years (figure 1). Many enterprises lost substantial business during the COVID-19 pandemic due to 
lower demand, supply chain disruptions and restrictions in general4. Employees more heavily associate it with 
decreased work hours, increased risk of illness and psycho-social impacts than during an average disruptive 
event*.   

Smaller companies are more vulnerable than larger ones. 

49% small businesses vs. 28% large businesses saw deteriorating financial performance due to the COVID-19 
pandemic compared to 2019. 

Percent of employees experiencing effects of disruptive events** 

32%  experienced increased workload 

26% experienced difficulty in accessing work supplies 

23% experienced psycho-social impact (e.g. increased stress and decreased mental well-being).  

**Note: Each type of disruptive event has numerous and varying impacts on the employees. 

 

  

 
4 https://www.worldbank.org/en/news/feature/2021/02/17/tracking-an-unprecedented-year-for-businesses-everywhere 

*Average disruptive event refers to the average answer across all events. 

https://www.worldbank.org/en/news/feature/2021/02/17/tracking-an-unprecedented-year-for-businesses-everywhere


 

 

 

Figure 1: Percentage of decision-makers and employees that have experienced each type of event in the past 

5 years. 

The energy crisis ranks as the second most experienced disruptive event for decision-makers and employees 
alike as this study was conducted during the Russian invasion of Ukraine and the subsequent wide-ranging 
economic sanctions, including bans and limitations on Russian oil and gas. More employees mentioned having 
greater difficulty providing for their families during this event than an average event experience. 

Cyberattacks are the third most experienced event by enterprises and are considered significant challenges by 
decision-makers. Ransomware, a particularly troublesome form cyberattack for enterprises that targets data, 
spiked by 148 percent during the COVID-19 pandemic5. Several interviewed decision-makers also mentioned 
how they became accustomed to receiving emails with malware that urge them to download a document. 
Typically, these emails claim to include essential information from government or health organizations, but 
when opened, keyloggers or password stealers are instead installed on the computer, causing a ransomware 
situation. From an employee perspective, cyberattacks have led to difficulty in accessing work supplies and 
increased working hours to a higher degree than the average event.   

Cyberthreat surge from 2010 to 2020 10 million unique malware strains in 2010 130 million unique malware 
strains in 20206.  

Decision-maker and employee experience of supply chain disruptions is just as frequent as that of 
cyberattacks. Both the pandemic and the current war in Ukraine are mentioned as key drivers for these supply 
chain challenges. Increasing geopolitical tensions are becoming an integrated part of everyday business 
considerations as continued globalization is no longer as viable as it used to be. While the direct effects of 
these disruptions vary across industry sectors, many could still be impacted indirectly, as mentioned earlier 
concerning the energy crisis. Due to supply chain disruptions, employees frequently mention difficulty 
accessing work supplies and reaching customers. 

 
5 https://blogs.vmware.com/security/2020/04/amid-covid-19-global-orgs-see-a-148-spike-in-ransomware-attacks-finance-
industry-heavily-targeted  

6 https://www.Mckinsey.com/featured-insights/coronavirus-leading-through-the-crisis/charting-the-path-to-the-next-
normal/cybersecurity-blanket  

https://blogs.vmware.com/security/2020/04/amid-covid-19-global-orgs-see-a-148-spike-in-ransomware-attacks-finance-industry-heavily-targeted
https://blogs.vmware.com/security/2020/04/amid-covid-19-global-orgs-see-a-148-spike-in-ransomware-attacks-finance-industry-heavily-targeted
https://www.mckinsey.com/featured-insights/coronavirus-leading-through-the-crisis/charting-the-path-to-the-next-normal/cybersecurity-blanket
https://www.mckinsey.com/featured-insights/coronavirus-leading-through-the-crisis/charting-the-path-to-the-next-normal/cybersecurity-blanket


 

 

Natural disasters seem to occur more frequently and with greater impacts in recent years7. Fires, hurricanes, 
or earthquakes that destroy landmarks, offices, data centers and businesses are increasingly common. 
Employees mention natural disaster challenges such as difficulty getting access to work supplies and increased 
risk of getting hurt more frequently than for the average event. 

BOX: 42 percent of decision-makers say natural disasters caused by climate change (such as flooding and 
storms) are key challenges for their companies already today, and even more expect it in the future. 

While the surveyed decision-makers and employees seldom experience corruption, it can decimate a 
company’s profitability, credibility and reputation for those affected. Corruption can also significantly impact 
the global economy and weaken business development overall

8
. Amongst employees, more mention psycho-

social impacts and increased working hours as challenges caused by corruption than for average event.  

Increasing inflation is another challenge that impacts both enterprises and employees. In this study, we have 
not included inflation as a singular disruptive event. Still, economists and business leaders see the connection 
between a rapidly growing inflation rate, the COVID-19 pandemic aftermath and the Russian invasion of 
Ukraine9.  

“[About inflation] I think that's the other challenge at the moment...  
The fuel prices have gone up… inflation has gone up…everybody wants a pay rise…  

So it's a very tricky situation at the moment.” 

Vice President, Financial services, Large Business 

 

Outlook on future disruptive events 

Enterprises believe a more disruptive future awaits. A well-established measurement of an enterprise's 
vulnerability to a disruptive event is to view it as a combination of the likelihood of the disruptions 
(probability) and its potential severity (impact). A visible representation of risks can be created by plotting 
these two measures. The resulting matrix can be used as a tool for decision-making and mitigation work 
performed as part of a company’s business continuity planning (BCP).  

4x more decision-makers agree than disagree that future disruptive events will be more frequent and severe. 

As seen in the risk assessment matrix (figure 2), created using the responses from the surveyed decision-
makers, the disruptive event type that decision-makers have assigned the highest impact and likelihood is 
pandemic.  

Digitalization increases the availability of data. Yet, it also increases dependency on the connectivity and 
complexity of Information and Communication Technology (ICT) solutions, leading to new vulnerabilities for 
enterprises. This dependency is further accelerated by the increasing share of employees working remotely 
and using a wide range of devices. The risk of cascading larger-scale failures grows if digital system failures 
occur. Due to the interconnection of systems, the consequences can quickly spread internationally and impact 
a range of other infrastructures such as power grids and payment and security systems.  

 
7
 Disruptive Events (pmworldlibrary.net) 

8 The Effects of Corruption on Business (chron.com) 

9 https://www.imf.org/en/News/Articles/2022/07/27/tr072622-weo-uptate-july-22-press-briefing-transcript  

https://pmworldlibrary.net/wp-content/uploads/2016/12/2009-Sept-Pells-Disruptive-Events-Are-you-prepared.pdf
https://smallbusiness.chron.com/effects-corruption-business-52808.html
https://www.imf.org/en/News/Articles/2022/07/27/tr072622-weo-uptate-july-22-press-briefing-transcript


 

 

According to IPCC, climate change is affecting the occurrence of natural disasters. The increase in the earth’s 
surface temperature increases the likelihood of flooding, drought and intensive storms.10  

 

 

Figure 2: Risk assessment matrix showing the average position for each disruptive event, based on the decision-
maker’s estimated probability and likely impact for those events. 

 

Managing risks of disruptive events 

As disruptive events become more common, increased awareness of possible consequences could help 
strengthen the ability of a company to handle disruptions. It is, however, impossible for businesses to prepare 
for all potential disruptive events. – they can avoid some risks or reduce their likelihood through various 
measures. Certain risks will be hard to avoid, and when they occur, mitigation strategies can dampen potential 
damages. One such strategy could be to ensure the company has adequate insurance.  

“Risk, because of its nature, is not static, and so organizations have to be  
constantly realizing that risk is changing all the time.”  

– Expert, Crisis management business continuity planning, Consulting 

Traditionally, risk management in companies has been a static process where individual risks are identified and 
mitigated. As perceived by the interviewed decision-makers in this study, the reality is that risks by nature are 
not static and are frequently interlinked. In the future, enterprises will have to redefine how they view risks of 
disruptive events, both known and unknown.  

 
10 https://www.ipcc.ch/report/ar6/wg2/  

https://www.ipcc.ch/report/ar6/wg2/


 

 

Preparing for known disruptions  

Effective resilience strategies include technologies for digitalization, automation, remote work and robust 
mobile networks.  

What is a resilient enterprise? 

There is no international definition of what a resilient enterprise exactly is. Figure 3 illustrates some attributes 
associated by the interviewed decision-makers: innovative, financially strong and digitalized. While their focus 
on financial strength relate to the sturdiness of a company, decision-makers agree, nevertheless, that 
resilience is all about adaptability – to learn faster in a changing environment. Amongst employees, the ability 
to act quickly and easily (agility) followed by innovation and financial strength are seen as the most important 
attributes.  

Highlight: Resilience is not only about the ability to withstand unpredictable threats or changes but also 
about harnessing change to come out stronger than before. 

As stated in the IndustryLab report “Dematerialization path to profitability and sustainability”11 enterprises are 
becoming more globalized. Therefore, an uncertain geopolitical future provides a challenge for resilience. The 
world is more interconnected than ever before, from supply chains, to travel, to the flow of information, and 
these ties are under threat. Many companies are not evaluating their robustness in the context of a global 
system and how their operations can continue if connections are abruptly cut; thus, thus, they need to 
consider their digital and physical dependencies. 

 

 
Figure 3: Percent of decision-makers and employees that consider each attribute very important in making their 
enterprise more resilient.  

 
11 https://www.ericsson.com/en/reports-and-papers/industrylab/reports/future-of-enterprises-
dematerialization-path-to-profitability-and-sustainability 

https://www.ericsson.com/en/reports-and-papers/industrylab/reports/future-of-enterprises-dematerialization-path-to-profitability-and-sustainability


 

 

 

Enterprises that have experienced disruptive events are better prepared 

Our research show that resilient enterprises are generally more digitalized, and digitalized enterprises are 
generally more resilient. In fact, we found that 79 percent of companies with a well-defined resilience strategy 
are already highly digitalized today (having reached at least 70 percent digitalization on a scale where 100 
means no more steps to take). Conversely, more than half of the companies lacking a resilience strategy also 
have a low digitalization level. 

BOX: 90% of companies with a well-defined resilience strategy invest in technologies that allow remote 
working, digitalization and automation. 

Our results also show that enterprises have a relatively high level of preparedness for disruptive events. The 
recent pandemic and the military conflict in Europe have likely made enterprises more prepared. On average, 
49 percent of decision-makers say their company has a well-defined strategy to handle disruptive events, and 
only 4 percent disagree. As enterprises heavily depend on their talents, it is crucial for business leaders to 
consider the personal resilience of their employees. It is, therefore, positive that eight times more employees 
say they are personally prepared than not. 

Having a plan and being proactive in implementing it may help companies react and recover quickly. Larger 
companies tend to have more internal capabilities for crisis management teams and BCP, while at the same 
time, their scale and size expose them more to disruptions. 

As shown in figure 4, experiencing several disruptive situations increases a company’s resilience. We found 
that enterprises that have undergone a particular event are, on average, 10 percentage points more likely to 
be prepared for it again. Differences in results vary depending on the disruptive event. Only the pandemic 
shows no difference, most likely because even if the pandemic did not directly impact a company, everyone 
still experienced what it was like living and working in a pandemic world. 

 

Figure 4: Percentage of decision-makers that say their companies are prepared for each type of disruptive 
event, split between those that have experienced that particular event and those that have not experienced it. 



 

 

Generally, most enterprises have preparations for disruptive events and crises and have deployed 9.5 of the 13 
strategies we identified in our survey. The most common way to prepare is by investing in technologies that 
allow remote working, digitalization and automation (figure 5). 

 

 

Figure 5: Percent of decision-makers that say they have implemented each action/strategy to improve 
resilience at their companies. 

Communication is critical for resilience 

 

Decision-makers often point out the importance of crisis communications. In our interviews, several 
emphasized the value of transparency when sharing information, whether it is with the media, society, or 
employees. In times of crisis, there is a need for rapid disclosure of information explaining the enterprise's 
situation. Accurate and timely information about what happened, what to act on and recommendations going 
forward are viewed as crucial in handling disruptive events. A poorly handled communication or response can 
worsen the impact of the event. 

 

“[There is a] need to ensure that they are actually passing on the real-time information…  
to the people concerned, rather than… going through the same  
old paperwork exercises and [just telling people] ‘it's all good’. “  

Senior manager, Logistics, Large Business  

More than 7 out of 10 decision-makers and almost as many employees who use communication and 
connectivity services like 5G, telepresence and cloud solutions say that these are already making a substantial 
contribution to the resilience of their respective organizations. Therefore, cellular network resilience is also of 
utmost importance, particularly with the rise of remote working – 72% say it is essential that cellular networks 
can withstand disruptive events and crises. At the same time, blending office and remote work into a hybrid 
work model introduces new challenges for businesses, including those relating to their work dynamics and 
real-estate strategies. 



 

 

Managing implications of new disruptions 

Enterprises can enhance resilience through continuous learning and proactive strategies, including an 
increased focus on digitalization and ICT tools. 

The lifecycle of preparedness 

Anticipating and preparing for upcoming risks and events is high on the agenda for many of the surveyed 
enterprises. Larger organizations that have succeeded in this area have the financial muscle to assemble cross-
functional teams that develop analytic solutions for faster responses to changing situations, emerging risks and 
issues, and anticipated events. New, emerging practices also include applying advanced use cases in data and 
analytics, such as nowcasting – forecasting the near future, present, and even the recent past using frequently 
measured indicators. 

Preparedness may involve analyzing and identifying the risk of disruptive events (before they happen), 
proactively preventing the impact of disruptive events (before they happen), mitigating the impact of 
disruptive events (while they are happening) and finally recovering from disruptive events (after they have 
happened) (figure 6).  

Highlight: Resilience can be seen as a lifecycle where enterprises learn from experiences, try to foresee events 
and minimize the impact when they happen. 

 

Figure 6: The resilience lifecycle 

Nonetheless, traditional preparedness will not be enough going forward. Many of the interviewed companies 
said the most critical lesson learned since the pandemic was to be prepared for the unexpected – requiring a 
balance between preparedness and having pre-made plans versus being agile and nimble. In that sense, 
preparedness will be more about having the right building blocks to have an optimal mix of flexibility and 
traditional preparations.  

“Business units who say ‘we need to have basically a playbook for every situation in the drawers’ go too far, 
because you will never be able to manage that…  



 

 

It’s really more about having the right building blocks in place…have the relevant contacts… at your fingertips… 
[You] need to be organized in such a way that you can pull them in, basically, without any  

lag time.“ 

Expert, Global emerging issues crisis and risk management, Retail 

 

Understanding the full impact of an event 

A common way for enterprises to prepare is to have exercises, drills and training where employees are placed 
in unexpected situations to test their capabilities, as actual disruptive events are not planned for and may 
happen very quickly.  

 

 

At the same time, it is hard for enterprises and their employees to fully grasp the full impact of disruptive 
events if not experienced. Decision-makers in this study agree they need help understanding the implications 
of new disruptive events. Technologies such as AI, Internet of Things (IoT), AR/VR and cloud solutions may aid 
enterprise preparedness. In our survey, we asked both decision-makers and employees about the benefits of 
seven ICT powered concepts that could help enterprises to become more resilient (figure 7).  



 

 

 

Figure 7: Illustration of resilience concepts.  

Technologies which use AR/VR may be beneficial in creating immersive experiences that would increase 
understanding of the effects of disruptive events and possible ways to tackle them – like providing realistic yet 
safe simulations that take training to a new level. Around 54 percent of employees want a VR training system 
that teaches employees how to handle disruptive events and crises. Advanced machine learning and AI may 
also be beneficial. We also found that 57 percent of decision-makers want an AI-based service that learns from 
previous events and provides early preventive recommendations or warnings of disruptive events. 

“All our fire trainings… are done on the virtual reality headsets where the guys can actually physically… be in 
the position where there is a fire… they'll put you into a scenario where you [need to] come out of the fire, what 

you do? “ 

Senior manager, Logistics, Large Business 

Examples of organizations using technology to train for disruptive events  

Los Angeles police department: Implemented virtual reality to train officers in a new way12. The system 
monitors each individual's heartbeats, eye movements and stress levels during the training.  

New York city office of emergency management: Used AI to build a replica of New York city. Command element 
simulation allows trainees to navigate the virtual city with a joystick.  

Private-public collaborations 

During the Covid-19 pandemic, national governments and municipalities were crucial in handling the crisis, 
saving lives and reducing the economic impact on enterprises – manifested in the form of furlough schemes, 
emergency loans and financial support. Over half of the surveyed employees received at least one type of 
societal support during the pandemic. Decision-makers expressed gratitude for the efforts made but also 
pointed out that more can be made in the future, especially if they are to withstand the full impact of 
disruptive events. In fact, 89 percent of decision-makers and 83 percent of employees say it is imperative for 
society to provide support during disruptive events.  

 
12 https://www.policetechnews.com/post/lapd-trains-officers-using-new-vr-technology 



 

 

“[About governmental support during the pandemic] We saw it happen with the with the P.P.P. loan... That 
helped a lot… Having [this] support for businesses is very important so that people can live… businesses can 
survive. Small businesses are very important to support. Large businesses can dictate what needs to be out 

there! 

Owner, Retail, Small Business 

When demand and supply change quickly and unexpectedly (as they did during the pandemic, the "Ever Given" 
ship blockade of the Suez Canal, and the Russian invasion of Ukraine), market-based systems frequently fail to 
keep up. It is, therefore, not difficult to understand the importance of the emerging trend of partnerships 
focused on resilience, both on the local and global levels. Strong partnerships (public or private entities) 
support stronger societal resilience. Close to 6 out of 10 employees think well-functioning cooperation with 
partners, suppliers, and other collaborators is key to building resiliency in their organization.  

”Everything is privatized, operated by different people. What private organization can actually build  a 
contingent asset just in case?” 

Expert, Business continuity and crisis management, Energy 

Information sharing and cooperation between enterprises and society are important considerations in building 
resilience. An increasing number of cities are committed to reducing local risks and are creating resilience and 
crisis preparedness strategies. These cities are also taking action to enhance their understanding of localized 
and systemic risks. Dependencies on public infrastructure such as water and electricity supply and cellular and 
internet services cannot be overstated. Overall, 7 out of 10 decision-makers say public infrastructure must be 
able to withstand disruptive events. Amongst the most resilient enterprises, this number jumps to around 9 
out of 10. 

Examples of partnerships for resilience building: 

• Dashboards, like the London COVID-19 resilience dashboard13, help facilitate connections and foster 
exchanges and collaborations among cities and organizations that make cities resilient. 

• Two ongoing city-lead public-private collaborations are Resilient Cities network14 and Making cities 
resilient 203015. 

• In the US, the Chicago first
16

 was mentioned by decision-makers in this study. ChicagoFIRST is a 
nonprofit association that provides critical firms a collaborative forum to address private sector 
resilience and emergency management planning and response with relevant local, regional, and 
national public sector agencies.  

 
13 https://apps.london.gov.uk/resilience-dashboard/resilience-dashboard.html 

14 https://resilientcitiesnetwork.org 

15 https://mcr2030.undrr.org 

16 https://www.chicagofirst.org  

https://apps.london.gov.uk/resilience-dashboard/resilience-dashboard.html
https://resilientcitiesnetwork.org/
https://mcr2030.undrr.org/
https://www.chicagofirst.org/


 

 

Avoiding the vicious circle of decreased sustainability 

Increased exposure to disruptive events makes companies prefer redundant and more resource-intensive 
solutions. 

Resilience vs sustainability 

Resilience and sustainability are two terms that are often used synonymously, but strictly speaking, they are 
not the same. A well-established way to describe a company’s sustainability effort is to base it on the concept 
of the triple bottom line (TBL), where not only a company’s profitability is measured, but also its social impact 
on people (employees, customers or others that are impacted socially by the company) and environmental 
impact on the planet (figure 8). A truly sustainable company can handle all three bottom lines. 

 

Figure 8: Sustainability from a triple bottom line (TBL) perspective 

Environmental sustainability is defined by protecting the needs of the future by reducing energy consumption 
and greenhouse gas emissions and avoiding the depletion of natural resources, and a TBL sustainable company 
manages that while at the same time caters to this generation’s social and economic needs. This definition 
implies a need to prioritize efficiency, yet an obvious way to achieve resilience is to create redundancy, such as 
duplicating systems in case one system goes down.  

“There's a contradiction because you duplicate in one element and trying to reduce on the other hand, so… 
being resilient is having two manufacturing plants… or two data centers etc.” 

CIO/CTO, Retail, Large Business 

Resilience, for many enterprises, plays out in the short to the mid-term scenarios, while sustainability, 
particularly its environmental aspect, tends to be associated with a long-term perspective. An ideal setup 
would be both sustainable and resilient. One factor affecting enterprises is their preference for redundancy 
over efficiency during disruptive events. Our data shows that companies with more experience of disruptive 
events tend to prefer redundancy. In this context, redundancy may, for example, concern the intentional 
duplication of fiber connections, energy sources, supply of spare parts or other input material.  

In figure 9 below, enterprises without any experience of disruptive events are compared with companies that 
have experienced one to three disruptive events and those that have experienced three or more events. For 
those without any experience, the proportion of those who prefer efficiency (light blue) compared to 



 

 

redundancy (dark blue) is similar. However, as more disruptive events are experienced, the proportion who 
prefer redundancy increases. 

 

Figure 9: Proportion of enterprises preferring redundancy over efficiency increases as they experience more 
disruptive events. 

Our results highlight that if the decision-makers are correct in their assumption that disruptive events will 
increase, it is also likely that more enterprises will opt for redundant solutions in the future. Thus, there will be 
increased resource consumption – contrary to what is needed to achieve long-term sustainability. 

Highlight: To break the potential vicious circle, additional focus could be placed on dematerialization through 
digitalization, thereby achieving higher long-term resilience without resorting to an increased usage of 
resource-intensive redundancy solutions. 

Dematerialization is the shift towards digital resources, products and services, leading to a decreased 
consumption of physical resources. As this also increases business value, dematerialization enables enterprises 
to “create more with less.”  

Almost half of all the enterprises surveyed say they always consider both efficiency and redundancy to find the 
best trade-off between being able to handle disruptive events and achieving long-term sustainability.  

When asking decision-makers to what extent natural disasters caused by climate change are key challenges for 
their companies, fewer efficiency-oriented enterprises (41 percent) consider it problematic compared to those 
that are redundancy-oriented (54 percent). This could be linked to having strategies that consider 
environmental sustainability issues more extensively which in turn makes them less vulnerable. 

  

https://www.ericsson.com/en/news/2021/2/dematerialization-report
https://www.ericsson.com/en/news/2021/2/dematerialization-report


 

 

Renewable energy 

In the context of recent energy crises and its disruptive impacts, 76 percent of decision-makers believe it is 

essential to have resilient power and electricity supplies since many enterprises are heavily energy-dependent. 

As society becomes more electrified, the demand for reliable and cost-efficient electricity will increase. Rising 

energy costs and perceived risks of electrical disturbances motivate enterprises to invest in local renewable 

electricity production, such as solar or wind energy. Decision-makers (56 percent) say shifting to renewable 

energy will make their companies more resilient against price shocks and energy disruptions. Just as many say, 

their companies are fully committed to increasing their share of renewable energy usage. 

“We just built a new project in… one of the U.S territories in the Caribbean. We built… a fully sustainable 

building that could withstand a hurricane and it produces its own electricity with solar  

and natural gas on site. It… doesn't rely on the grid.” 

Owner, Real estate, Medium-sized Business 

Investments in renewable energy are examples that could provide a more systematic resilience, as well as lead 
to further job creation and economic growth. It is, therefore, not so surprising that roughly 3 out of 4 decision-
makers agree that the power and electricity supply must be built and run to withstand the effects of disruptive 
events. The Ericsson IndustryLab report “Bringing 5G to power” discusses the need for a resilient energy 
system.  

  

https://www.ericsson.com/49407e/assets/local/reports-papers/industrylab/doc/bringing-5g-to-power---industrylab-report.pdf


 

 

Five Paths to resilience  

Different starting points mean enterprises take different paths towards resilience. 

Enterprise approaches resilience 

Companies differ in how they carry out their business objectives depending on their size, service/product type, 
industry sector and capital available, among other factors. 

In this study, we identified five paths to resilience that the surveyed companies have taken. The foundation of 
these paths is based on how decision-makers perceive their companies. The five groups are “Employee-led”, 
“Agile and cost-efficient”, “Automation first”, ”Sustainability pays off”, and “Innovation through digitalization.” 

Despite several differences between these paths, some characteristics are also shared. As shown in figure 10, 
innovation is, to varying degrees, a key component in all five paths, as is proactive risk management and being 
environmentally sustainable. Digitalization is another key component for all paths except “Employee-led.” In 
the following sub-chapters, we will take a closer look at these 5 paths. 

 

Figure 10: Overview of key characteristics for each of the five paths to resilience. 

  



 

 

Employee-led 

About 1 out of 5 surveyed enterprises focus more on employees, their skills, and work quality. Having the 
financial muscle to invest in employees with the right skills and upskilling existing employees can lead to 
further financial strength, thus creating a virtuous circle.  

Amongst those taking the employee-led path, resilience is often defined as being financially strong. Enterprises 
on this path put as much trust as enterprises in other paths into ICT solution areas such as cloud, 5G and 
telepresence to increase their resilience. On the other hand, they are less trusting of AI, AR/VR and remote-
controlled vehicles and machines. These enterprises have, on average, the lowest share of high-resilience 
ratings – more than 10 percentage points lower than the path with the highest share.  

It is worth mentioning that these relative differences are rather small – at most, an 11-percentage point shift 
between agreeing to a great extent and agreeing to some extent. Almost none disagree on any of the 
resilience characteristics, regardless of their path.  

Agile & cost-efficient 

Only 9 percent of the surveyed enterprises have taken this path, where key differentiators are cost-efficiency 
and being lean and agile. Offshoring and geographical relocation are key resilience strategies, which can be 
linked to their focus on cost-efficiency.  

They have a higher-than-average assessment of the risk of disruptive events but are fairly average in the 
extent of their digitalization efforts. They put as much trust as others into ICT-enabled solutions such as 5G, 
AR/VR, telepresence and remote control solutions as resilience enablers. When it comes to AI and cyber 
security solutions, a lower share of enterprises on this path put their trust there.  

Though the enterprises following this path are agile (quick to react to changes), they are perhaps not as 
proactive as other enterprises when it comes to resilience. Similar to the employee-led path, enterprises on 
this path tend to rate themselves as less resilient compared to most other paths. 

Automation first 

One out of four of the enterprises surveyed, mainly larger, more traditionally oriented enterprises, are more 
focused on cost efficiency and automation. Through a continued focus on automation rather than 
technological innovation, resilience can be achieved while keeping productivity up.  

They also tend to put their trust in ICT solutions such as 5G, AR/VR and remote-control solutions as resilience 
enablers. At the same time, fewer have confidence in cloud, telepresence, AI and cyber security solutions. 

Nearly half of enterprises taking this path came out of the pandemic better-off than before, which is 12 
percentage points higher than the average enterprise. This also fits well with their high estimation of their 
resilience, as this path has the largest share of high-resilience rates – more than 10 percentage points higher 
than the path with the lowest share. 

 

Sustainability pays off 

One out of 5 surveyed enterprises followed a path focused on being environmentally sustainable. This is also 
the only path where enterprises act less cost-consciously, implying that making sustainability a top priority 
means accepting that it could come at a short-term cost for these companies.  



 

 

These enterprises have a somewhat higher trust in remote control and AR/VR solutions and average trust in 
5G as resilience enablers. They show a relatively lower level of confidence in cloud, telepresence and cyber 
security solutions.  

Nevertheless, they also came out of the pandemic better than the average company. This path has the second-
largest share of high-resilience-rated companies, 5 percentage points higher than the path with the lowest 
share. 

Innovation through digitalization 

One out of 4 of the surveyed enterprises had improved their profitability by following a path that is as cost-
conscious as other paths and where focus on innovation, data-driven processes and data mining are key 
defining features. Enterprises on this path are typically not traditional at all.  

They also put significantly higher trust into almost all of the resilience-enabling ICT solutions, such as cloud, 
AR/VR, telepresence, e-commerce, AI and cyber security. They also highly value 5G, especially its high speed 
and low latency capabilities and indoor and outdoor coverage. Enterprises on this path are on par with the rest 
regarding remote control solutions. They are also more active with regard to business model innovation, 
investing in digitalization and cybersecurity.  

It can also be noted that while they do not describe themselves as being particularly environmentally 
sustainable companies, they nevertheless seem to have taken many steps to be sustainable, even more than 
enterprises on the “Sustainability pays off” path. By being forward-looking, innovative and utilizing 
digitalization opportunities wherever possible, this path enables a digital resilience that has helped these 
enterprises come out of the pandemic better off.  

Comparing the incomparable 

Individual enterprises choose their path based on their unique starting points and business focus, enabling 
them to make the most suitable and logical steps toward resilience. Therefore, it is neither simple nor perhaps 
fair to compare these five paths with each other. Nonetheless, the illustration below is a high-level summary 
comparing the paths (figure 11).  

 



 

 

 

Figure 11: Plotting the five paths to resilience based on their respective average digitalization level and 
sustainability maturity. 

By plotting out the paths on a chart with sustainability maturity on the y-axis, and digitalization level on the x-
axis, the end goal of true, long-term resilience ends up in the upper right corner – based on the understanding 
that no long-term resilience will be possible unless we, as a society, manage to become environmentally 
sustainable. 

Enterprises on the “Innovation through digitalization” path appear as front runners on this journey, followed 
by “Sustainability pays off” and “Automate first”, both on the border between followers and front-runners. 
Enterprises on the “Agile & cost-efficient” path are firmly in the follower space, and enterprises on the 
“Employee led” path remain laggards. 

  



 

 

Time to rethink resilience  

The next level of resilience is based on proactivity and long-term efficiency. 

Going forward, it is clear that enterprises need to rethink their strategy and definition of resilience – the 
traditional meaning of being prepared for disruptive events will not be sufficient. None of the five identified 
current paths to resilience will be enough on their own. Still, combining components from each path will be 
vital to achieving long-term resilience – a truly sustainable future for all. 

Two fundamental paradigm shifts will be needed to enable enterprises to reach long-term resilience: 

1. Short-term, redundancy-based resilience needs to shift to a more sustainable, long-term 
efficiency-based resilience. This is a challenge for many, with almost 8 out of 10 enterprises 
still increasing redundancy in their supply chains today. 
 

2. Recovery-oriented resilience needs to shift towards proactive business model innovation. 
Already today 80 percent of decision-makers say this is part of their resilience strategy, and 
close to 6 in 10 of them plan to increase these efforts in the future. 

Figure 12: Key paradigm shifts needed to reach long-term resilience. 

Shifting to long-term, efficiency-based resilience  

 

Dematerialization through digitalization (such as using less production material or freeing up office space when 
employees can work remotely) enables company resilience through benefits such as decreased cost, higher 
profitability and flexibility. Over 80 percent of the surveyed enterprises have already invested in technologies 
that allow more flexible remote working. 

When enterprises shift focus from reactive to proactive, digitalization will be fundamental – AI, advanced data 
analysis, and continuous technology and business model innovation. Recommendations and automation 
assume the availability of accurate, relevant and timely data, which will require stable and high-performance 
connectivity.  

“If there's… a Wi-Fi blackout or an internet blackout… then that will just affect all our operations, it will take 
time to get back to normal.”  

CIO/CTO, ICT, Large Business 

While digitalization aids in building enterprise resiliency, it may also introduce new risks and vulnerabilities. 
Centralization and being cloud-based could lead to further exposure to cyber-attacks and blackouts, which 
further emphasizes the importance of having resilience-hardened connectivity and power supply.  

Proactive innovation and business model evolution 

Moving forward, it will be even more important for enterprises to have the tools to proactively innovate and 
adapt their business models to handle disruptive events better. By having the required innovation capabilities 
and financial muscles, enterprises will be able to do so before the crisis occurs. Being data-driven and agile will 
enable companies to adjust their offerings quickly, shift to new target groups or change how their offerings are 
being brought to market.  



 

 

During the COVID pandemic, e-commerce sales skyrocketed17. Many traditional bricks-and-mortar retail 
companies have responded by switching at least part of their sales from physical to e-commerce. According to 
Eurostat, the COVID-19 pandemic pushed 12 percent of EU enterprises to start or increase sales online.18 

“[What to go for if starting a new business today] Find a business that doesn't require you to physically be 
somewhere, and that doesn't require you to be there 24 hours a day.” 

Owner, Retail, Small Business 

Another factor in accelerating innovation and business model evolution is the vast and continuously expanding 
global availability of developers, applications, and open APIs. There are, for example, countless applications 
that provide guidance on how to increase resilience, ranging from apps that teach individuals to handle stress 
better to risk assessment and business continuity planning apps. The importance of having ubiquitous, high-
speed, low latency connectivity for these apps aligns well with the fact that 61 percent of decision-makers and 
53 percent of employees firmly believe 5G networks will be an essential innovation platform for their work.  

 

The path ahead 

The COVID-19 pandemic has demonstrated to companies the importance of thinking outside the box and being 
prepared for the unforeseen. At the same time, the definition of resilience has widened for enterprises – from 
a focus on individual disruptive events to a broader perspective where resilience is seen in the light of 
globalization, digitalization, and sustainability. Additionally, resilience preparedness is migrating from an 
internal focus on actions within each company to a broader collaborative societal preparedness.  

Sustainability sits at the core of long-term resilience. Neither enterprise nor societal resilience can be achieved 
unless alignment and coordination between stakeholders are strengthened, and this is true also for 
sustainable development. Society must adhere to improved coherence of action at all levels, global, regional 
and national, to implement the UN development goals for a more resilient and sustainable world. Enterprises 
need to integrate sustainability and resilience into one long-term agenda and assess the strategy to reach 
those goals.  

From a holistic view, enterprises and societies need to build more structural resilience to make it possible for 
companies to recover and come out stronger after disruptive events. Future disruptive events may accentuate 
ongoing societal changes, emphasizing the need for a proactive and long-term perspective on resilience. It is 
time to break the vicious circle of increased resource usage and create a virtuous circle of sustainable 
resilience.  

It is time to rethink resilience! 

 
17 https://news.un.org/en/story/2021/05/1091182 

18 https://ec.europa.eu/eurostat/web/products-eurostat-news/-/ddn-20220411-1 



 

 

 

Methodology 
 

 
Figure 13: Coverage map 

Quantitative data was collected from 23 markets through 9,200 online interviews held with respondents aged 18 and 
older, in Australia, Brazil, Canada, Chile, China, Colombia, France, Germany, Greece, Hungary, India, Indonesia, Italy, KSA, 
Malaysia, Mexico, Singapore, South Africa, Spain, Sweden, Thailand, UK, and US.  

All industry segments, except for NGOs, were included in the scope of this study. Of these respondents, 4,600 were 
decision-makers in companies with more than five employees. The remaining 4,600 respondents were employees. These 
respondents are estimated to represent around 809 million of the roughly 1390 million employees active in the type of 
surveyed companies in the covered markets. The early-adopter profile of many of these respondents make them important 
when it comes to exploring the future evolution of enterprises. 

The online survey was conducted between March 8
th

 and April 26
th

, 2022. Qualitative insights were gathered through 19 
telepresence interviews with decision-makers, subject matter experts and academic researchers in the US and Europe. The 
interviews were conducted between January 12th and March 11th, 2022. 

About Consumer & IndustryLab  

 

Ericsson Consumer & IndustryLab explore the future of technology for consumers, enterprises, and a sustainable society. 
We deliver world-class market research, actionable insights, and design concepts to drive innovation and sustainable 
business development. We provide a scientific fact-based analysis regarding environmental, social, and economic impacts 
and opportunities of ICT.  
Our knowledge is gained from global consumer, enterprise, and sustainability research programs, including collaborations 
with leading customers, industry partners, universities, and research institutions. Our research programs cover in-depth 
studies and over 100,000 interviews with consumers, working people and decision-makers each year, in 30 countries – 
statistically representing the views of 1.1 billion people. 
All IndustryLab reports can be found at: www.ericsson.com/industrylab  

 
 
 

http://www.ericsson.com/industrylab
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