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Current Societal and Technological Trends (1/2) G

+ Modern societies are becoming more and more data-centric, data-dependent
and automated.

+ Radical automation of industrial manufacturing processeswi | | ndr iy
extend productivity.

+ Autonomous systems are hitting our roads, oceans and air space.

+ Millions of sensors will be embedded into cities, homes and production
environments, structuring the IoT.

+ New systems operated by artificial intelligence (Al)r esi di ng 1 n ||«
and nf ogo e nwill enable apletiiosa of new applications.




Current Societal and Technological Trends (2/2) 9
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Evolution of Mobile Technology (1/2)
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Source:

C. De Alwis, A. Kalla, Q.-V. Pham, P. Kumar, K. Dev, W.-J. Hwang, & M. Liyanage (2021, April): Survey on 6G Frontiers: Trends, Applications, Requirements, Technologies and Future Research.

IEEE Open Journal of the Communications Society, vol.2, pp.836-886, doi: 10.1109/0JCOMS.2021.3071496.
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Evolution of Mobile Technology (2/2)
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L.U. Khan, I. Yagoob, M. Imran, Z. Han, & C.S. Hong (2020, August): 6G Wireless Systems: A Vision, Architectural Elements, and Future Directions. 6

IEEE Access, vol.8, pp.147029-147044, doi: 10.1109/ACCESS.2020.3015289



Evolution of 5G Technology - Current Views G
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Devices & Hardware "Networklng 7.-_ :

New use cases Co-operative tr ansms“ Encryption compatible network
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XR (AR/VR/mixed reality/...)
Fixed wireless access
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5 and mesh

Integrated Connectivity and Mobility

Zero touch
Trusted Networking (low error transmission)

5G currently faces numerous challenges

due to the fast evolution of the underlying infrastructures/networks/facilities
successfully Omeetod new requirements for pr
to the various categories of the invol Vecd



6G: Conceptual Description (1/6)
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Expected features

j
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Maximum data rates

Very low (E2E) latency

High connection density
High network capacity
Enhanced spectral efficiency
Energy Efficiency

Support of Mobility

Network availability and
reliability

Connectivity at global level




6G: Conceptual Description (2/6) ]
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| >

» 6G shall be optimized for cost reduction of 5G use cases too'drified theéirnvagéodtioh ht e
scale.

» As the density of infrastructure increases being coupled with use of wider bandwidth
signal at high band spectrum beyond 5G (e.g., THz), new opportunities arise for
localization and sensing, driving towards a 6G design that is not only optimized for
communications but also for perception and understanding of the physical and biological
worlds.

» AI/ML shall bring a major disruption to the 6G network for processing and exploiting
massive amount of data from the network of sensors and operational environment.

» With sustainability goals in mind, the development of 6G should follow an
Integrated approach which includes energy efficiency and security from the outset.
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Major expectations from 6G networks are:

» Non-limiting connectivity: (i) Provide affordable connectivity for all possible
applications and devices, with extreme performance (in terms of e.g. data rate and
latency), and; (ii) provide necessary coverage everywhere (e.g. including rural areas
with integration of satellite systems).

®» The Internet of Senses: (1) Deliver sensory or multi-sensory experience
(e.g., hearing, vision, touch and smell over the networks), and; (ii) enable seamless
multi-sensory interaction among remote human, devices, robots and physical
environment.

®» The Internet of Robotics: Support the connection of a multitude of autonomous
devices (including robots and automated environment) by enabling reliable and
secure interconnection and communications among intelligent machines/robots,
also including Al-to-Al communications.

10




6G: Conceptual Description (4/6) ]
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Major expectations from 6G networks are @on(’cc.ont 60d) :

» Programmable physical and biological world: (i) Serve a fully digitalized, automated and
programmmable physical and biological worlds, and; (ii) enable their real-time interactions with
the digital world with communications, sensing, actuation and computing everywhere.

» Network compute fabric with big data: Embed computing capabilities deep into the network,
by providing integrated adaptive compute, connectivity and storage of massive amount of
(both non-personaland per s onahnypldca and any fimenfor any device and any
applicationo .

» Sustainable world: Empower environmental, social and economic sustainability & resilience,
reducing energy consumption and CO2 footprint of ICT industry and support connectivity with
various industry sectors.

®» Trustworthy systems: (i) Fulfil the requirements of the most mission-critical use cases on
resilience, privacy, security, dependability (reliability and integrity) and safety, and; (ii) provide
adaptable and verifiable trustworthiness to support real-time data flow among digital, physical

and biological worlds. N




6G: Conceptual Description (5/6) G
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Recently, the IMT-2030 has released the overall objectives for 6G networks:

@ 6Gcreatesanewerawhere billions of connected At hi fsychas, hu
vehicles, robots and drones) will generate Zettabytes of digital information.

@ 6G is set to support various novel and evolved use cases (UCs) and application domains that shall
Aneet’eimportant societal needs and create value in multiple ways.

@ 6G will be a self-contained ecosystem of Artificial Intelligence (Al), progressively evolving from being
human-centric to being both human- and machine-centric.

@ 6G will bring a near-instant and unrestricted complete wireless connectivity.

The novel 6G architecture should be sufficiently flexible and efficient to:

d enable eza\siytegranoh efgavantthing’'n(i.eq d netiverk af negwiotks, jopigtccommunication and sensing,
non-terrestrial networks and terrestrial communication)

d encompass Al-powered enablers along with local and distributed compute capabilities.

Al and ML will help, inter-alia, to:

@ Maintain operation cost-effectiveness of envisioned complex 6G services;

@ automate some level of decision-making processes, and;

@ achieve a zero-touch approach. o




6G: Conceptual Description (6/6)
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Technical Requirements and Considerations towards 6G Mobile Communications. 13

Sensors (MDPI) 2022, vol.22, no.3, p.762, doi: 10.3390/s22030762. Available at: https://www.mdpi.com/1424-8220/22/3/762
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Emerging 6G Applications (1/7) G
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» 5G presents trade-offs on latency, energy, costs, hardware
complexity, throughput and end-to-end reliability.
For example, the requirements of mobile broadband and ultra-reliable
low-l at ency communications are nadidr e
configurations of 5G networks.

®» 605 on floemwontrdre wilt ke nidvel/aedyig “jowmilylmleet’d e e v
stringent network demands (e.g., ultra-high reliability, capacity,
efficiency, and low latency) in a holistic fashion,

in view of the foreseen economic, social, technological, and
environmental context of the 2030 era.

14



Emerging 6G Applications (2/7)

Holographic Telepresence Smarg Grid 2.0

>

6G-rPath

Extreme Low-latency Distribution Automation i oo g e
High Bandvwidh '—| Reducing COZ emissions I Multi-sensory fusion systems

Real-time Systems
- * I?(')]laboralivc Robots

\'-/

. o
Ubiquitous sensors i
Data privacy & securn
Personalized Body Arcd Networks ¢

Extreme Low-latencys—

Intelligent Healthcare
Data privacy & sccurit

Integrated Information System
Grant-free access

Autonomous Vehicles SIS : 2 / i
L 3 .}_ - 2.7.:1:

Hctcrogcncoub devices
Data privacy & securi \

Internet ot Thu UAYV based mobility
Encrgy Harvesting

-~ Power Transfer

. §3

_ e |_l.nlc:mel of Everything
. Agile Data Analytics _J
3 2 Tialils
- Q v Heterogeneous devices Ultra reliability

Extreme Low-latenc

Source:

C. De Alwis, A. Kalla, Q.-V. Pham, P. Kumar, K. Dev, W.-J. Hwang, & M. Liyanage (2021, April): Survey on 6G Frontiers: Trends, Applications, Requirements, Technologies and Future Research.
IEEE Open Journal of the Communications Society, vol.2, pp.836-886, doi: 10.1109/0JCOMS.2021.3071496.
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Emerging 6G Applications (3/7) &P
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Source:
I.F. Akyildiz, A. Kak, & S. Nie (2020): 6G and Beyond: The Future of Wireless Communications Systems. 16

IEEE Access, vol.8, pp.133995-134030, doi: 10.1109/ACCESS.2020.3010896



Emerging 6G Applications (4/7) G
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Holographlc Telepresence (Hﬁf ¢ )
nvallng of the phyS|caI presence.
High reS|I|ence ultra low latency, very high data rates.

Smart Grid 2.0

, . It also |ncIudes the goal of detecting outages, sensmg of power quallty, demand
response and network connectivity to cater to the ever increasing energy demand.
High quality transmission, security and administration of communication resource, low latency and high
bandwidth.

UAV-based moblllty

U have b cter for def pplicat such as remotely controlled aircratft,
autonomous drones etc. Over the years, UAVsS have been expanded in military as well as civil fields
e.g., for disaster relief, agricultural plant protection, traffic monitoring, and environmental detection.
Controlled mobility, high precision, low latency, reliability, high computing capability.

17



Emerging 6G Applications (5/7) G
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Extended Reality (XR)

| | L The fab four (AR, VR, MR, XR) technologles use
dlfferent sensors to collect data regarding the location, orientation and acceleration.
Strong connectivity, extreme data rates, high resolution and extreme low latency.

Connected and Autonomous Vehicles
Both academia and industry sectors have drawn

. such as autonomous driving, cooperative vehicle networks, Internet of Vehicles (IoV) Vehicular
Ad-hoc NETworks (VANETS), air-to-ground networks, and space-air-ground interconnected networks ¥
also future 6G Intelligent Transport System (ITS) and intelligent V2X communication.
Extremely high reliability, exceptionally low latency and extremely high throughput.

Industry 5.0

Very high reliability and very low latency, massive production and autonomous decision-making

manufacturing. 18




Emerging 6G Applications (6/7) G
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Hyper-Intelligent 10T

to optimize the processing of
data and also integrate novel robotic devices, UAVs and digital assistants to deliver more smart and
Intelligent services.
Strong reliability and ability to (inter-)connect a huge amount of sensors and end-devices.

Collaborative Robots
These cobots take over tedious, repetitive and risky tasks to maintain humanwor ker 6 s heal
and automate the production lines.

Enabling cobots in Industry 5.0 demands revolutionary solutions of reliability, safety, and trust.
Cobots should process huge data and make decision in real-time to support emerging applications.
Personalised Body Area Networks (BANS)

Recently, the Internet of Nano-Things (IoNT) and the Internet of Bio-Nano-Things (IoBNT) have
been developed as the next generation of 0T for healthcare services.

19




Conceptual 6G description (7/7) ]
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Intelhgent Healthcare
Al-driven intelligent healtr Nill be develc , based on various new methodologies including:

Quahty of Life (QOL) Intelllgent Wearable Dewces (IWD), Intelligent Internet of Medical Things (lloMT),

Hospital-to-Home (H2H) services and new business models.
Strong reliability and ability to (inter-)connect a huge amount of sensors and end-devices.

ereless Interactivity between computer and Bram
Almed to the monitoring or Nome d medical gaevices

ngh data rate, low Iatency, high rellablllty

5D Servnces and Commumcatlons
Data transmission from distance - Aimed to reception by 5 senses

20



Wireless Radio & Access Technologies g
towards B5G/6G wormmens 6G-Path

High-Frequency Radio - mmWave, THz

+ In B5G/6G networks, the utilisation of ultra-high-frequency electromagnetic waves, specifically in the 30 GHz to 300 GHz range (mmWaves) and the 100 GHz to
10,000 GHz range (terahertzwaves),wi | I be further enhanced to fimeetodo the stringent throughput,

+ Operating at these ultra-high frequencies allows B5G and 6G to deliver extensive communication rates and ultra-low latency, facilitating the implementation of
emerging applications like XR.

Wireless Optical Communication (WOC) or Free Space Optics (FSO)
+ Refers to the use of light in the infrared or visible spectrum to transmit data through free space, enabling wireless communication. It offers severali k e y 6 a d v, a

such as the ability to support extremely high data transmission rates, typically ranging from Gbps to Tbps, and ultra-low communication latency.
+ lItis anideal solution in scenarios where traditional cable deployment is impractical or prohibitively expensive.

Joint Sensing & Communication (JSAC)

+ Refers to the integration of wireless communication and radar signal features to simultaneously achieve data transmission and sensing of the environment or
target objects, including measurements of distance, speed, shape and material, during the transmission and reception of wireless signal.
+ ltenables precise detection and localisation of target objects, supporting ntelligent transportation, autonomous driving and smart cities.

Reconfigurable Intelligent Interfaces (RIS)
+ Refers to a new technology that reconfigures electromagnetic wave reflections using materials with programmable physical properties.

+ RIS shows great potential in 6G, particularly in scenarios such as smart buildings, intelligent transportation, industrial 10T, drone communication, augmented reality and
virtual reality.

Distributed Multiple Input Multiple Qutput (D-MIMO)
+ D-MIMO effectively mitigates challenges associated with multipath propagation, using reflections and diffractions to enhance signal strength while minimising
interference. This significantly expands network coverage, especially in complex environments such as indoor spaces or densely populated urban areas

Cell Free (CF)

+ CFis anovel extension of D-MIMO technology that departs from traditional cellular architectures by utilising many distributed antennas working in unison to provide
seamless, wide-area coverage.

+ CF does not assign users to specific cellular units; instead, multiple antennas are distributed over a wide area and simultaneously serve each user. 21




Network Transmission Technologies g
mwams 56/66 soveor cowenies - 6 G-Path

Programmable Optical Networking

+ Programmable Optical Links represent an advanced communication technology that enables dynamic control over
optical transmission parameters, such as wavelength, bandwidth and routing, by making optical links programmable
and reconfigurable.

<+ This technology has broad applications in data centres, telecommunications networks and Cloud computing

environments, as well as in B5G and future communication networks.

Deterministic Network (DetNet)

+ A DetNet is an architecture designed to provide highly reliable, low latency and predictable E2E network services, making it
particularly well-suited for mission-critical areas such as industrial automation, intelligent transportation, aerospace and
military communications.

+ Time-Sensitive Networking (TSN) is one of the representative implementation technologies of deterministic networking,
developed by the IEEE 802.1 Working Group.

+ It enables high-precision, low-latency and deterministic data transmission. |

22



Network Tiers and Segments g
towards B5G/6G 6G-Path

Non-Terrestrial Networks (NTNs)

+ NTN refers to the use of platforms such as satellites, drones and high-altitude balloons to extend the coverage of
communication networks.

+ This technology enables communication services in areas where traditional terrestrial networks are inaccessible
or difficult to reach, such as remote mountainous regions, oceans, deserts and airspace.

+ NTN will become a crucial technology for expanding network coverage and improving communication reliability,
especially in responding to natural disasters, providing remote education and delivering healthcare services.

Sub-Network Systems

+ This technology refers to the creation of multiple smaller or short-range network segments within a larger network
architecture, where each sub-network operates independently and serves specific functions, such as wireless
personal/body IoT, home lIoT and drone swarms.

+ Sub-network technology supports localised resource optimisation, offering customised services tailored to
application scenarios, such as industrial control, smart homes and autonomous driving.

+ This ensures efficient resource utilisation and ultra-low latency.

Network & Computatiuon Fabric (NCF)

+ NCF represents an innovative architecture designed to integrate network and computational resources for future
applications. Its primary objective is to establish a flexible, dynamically optimised infrastructure by merging
networking and computing capabilities.

+ The aim is to achieve seamless integration of network and computational resources, thereby supporting a wide array
of application scenarios, including smart cities, autonomous driving, Industrial 10T (lloT), and AR/VR. 23




Functional Technologies for Enhanced Network g
Automation towards B5SG/6G woramons 6G-Path

Open Radio Access Network (O-RAN)

+ It represents an open, standardised WAN architecture designed to overcome the proprietary limitations of traditional RAN systems through the use of open
interfaces, virtualisation and intelligent feature.

+ It enables interoperability between devices from different vendors and supports the virtualisation and Cloudification of RAN functions.

Edge Intelligence

+ Thisis a broad concept encompassing a set of technologies developed on the foundation of Edge computing, integrating Al technologies to enable Al-driven
applications at the network Edge.

+ Itleverages the deployment of distributed computing resources within Edge networks and extends intelligent computing capabilities to Edge devices: This approach
enables data processing and the execution of various Al algorithms closer to the data source.

Intent-Driven Networking (IDN)

+ Itis designed to achieve highly intelligent and automated network management by mapping the intent of users.

+ |IDN leverages Al and ML in combination with SDN and Network Functions Virtualisation (NFV) to translate high-level intents into specific network configurations
and operational commands.

Digital Twin Networking (DTN)

+ ltrefers to the creation of accurate digital replicas of physical network elements and their topologies within a digital space, allowing for the emulation of the
state and behaviour of physical components.

+ DTN facilitates continuous monitoring of network performance, simulation and optimisation of network configurations in a virtual environment and the

prediction of potential failures.

Zero-Touch Closed Loop Governance and Coordination

+ Zero-touch networks represent an advanced paradigm in network management, wherein operational processes are fully automated, minimising or
eliminating the need for human intervention .

+ The Closed Loop (CL) concept constitutes an architectural framework for realising zero-touch management.

Closed Loop Governance (CLG) refers to a framework of capabilities designed to manage and configure the behaviour of Closed Loops throughout their lifecycle.

+ Closed Loop Coordination (CLC) involves the orchestration and coordination of multiple CLs operating within the zero-touch network architecture.

4
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Network Security Technologies g
towards B5G/6G wormaaons: GG-Path

Blockchain-Assisted Security

+ This technology is emerging as a popular enabler for building distributed secure networks due to its decentralised nature, immutability
and traceability.

+ In future networks with massive devices and cross-domain infrastructures, blockchain can facilitate peer-to-peer data exchanges,
reducing costs while enhancing security.

Zero-Trust Framework

+ It represents a fundamental shift in the field of cybersecurity, emphasizingt he princi pl e of Anever trust,

+ Zero Trust establishes a user-centred dynamic access control mechanism, requiring continuous verification of every user, device and
application attempting to access organisational resources, regardless of their network location .

Quantum-Powered Security

+ Quantum technology is anticipated to play a pivotal role in addressing complexity of networks and the proliferation of devices,
particularly in network security and encrypted communications.

+ Theintegration of quantum technology into B5G and 6G networks will facilitate the gradual development of a quantum internet, enabling
secure quantum communications between devices.

Confidential Computing with Trusted Execution Environment (TEE)

+ Confidential computing primarily refers to processing sensitive data in a protected environment to ensure data privacy and security
during computation.

+ TEE enables secure computation through hardware-based security in CPUs, allowing sensitive data and applications to be processed in
an environment isolated from the rest of the system via memory isolation.

Al-driven Security

+ Al-driven security in B5G/6G networks leverages advanced artificial intelligence technologies to address the increasing complexity and
threats within next-generation networks. Al models are robust enough to withstand attacks, generate trustworthy decisions and prevent the
malicious use of Al technology that could harm network systems. 25




Other Potential Technologies g
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Semantic Communication |

b 4

Semantic communication is emerging as a core technology capable of breaking the Shannon limit and
significantly improving the performance and resource efficiency of communication systems.

It transmits only meaningful information relevant to the task or application by understanding the semantic
content of the data.

This reduces redundant data transmission and optimises bandwidth usage.

This method effectively lowers the volume of transmitted data, thereby enhancing both resource utilisation and
transmission efficiency.

X as-a-Service

v

In BSG and 6G networks, X-as-a-Service (XaaS) is poised to become an increasingly pivotal service
delivery model.

AXo refers to any functionality that can be pr ohasede
technologies.

XaaS will expand beyond traditional services to encompass more complex and dynamic services, such as
communication, Al, and Edge computing, further promoting intelligence and scalability.

In B5G/6G this model mainly include Al as- a-Service (AlaaS), Security as-a-Service (SECaaS) and Data
as-a-Service (DaaS).

26



B5G/6G deployment in the EU (1/2)

Technology
Roadmap

Source: SNS 6G-IA, https://6g-ia.eu/
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BESNS Planning for 6G

6G will not be a sprint but a marathon

It will take 10 years from first research to deployment

=> Long term commitment

Need continuity and stable ecosystem for some topics
=> Maximize long term commitment of key actors

Balance between openness and need for continuity

28
Source: SNS 6G-IA, https://6g-ia.eu/
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Overview: 6G Driving Applications, Dnving
Trends and Enabling Technologies
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6G: Driving Applications

Blockchain and

Computer - % |l Distributed

Interactions  § Ledger
Technologies

Connected robotics Wireless Brain-

.
,“?,

More Bits, From Areal to A Convergence of
Spectrum, Volumetnic ell Communication,
Reliability Spectral and Sensing, Control,
Energy Localization, and

Efficiency Computing

Above 6 GHz | Transceivers
for 6G with

Integrated
Frequency

Source:

Saad, W., Benis, M., and Chen, M. (2020): A Vision of 6G Wireless Systems: Applications, Trends, Technologies, and Open Research
Problems. IEEE Network, 34(3), 134-142]
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