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How G e n 3 Out- of- Ba nd  a nd  Is ola tion Bring  
Re s ilie nc e  to IT ?



“Our approach must shift from a 
futile quest for absolute 
invulnerability to a more realistic 
strategy of resiliency in which we 
control the impacts of failures.”
Strategy for Cyber Resilience(White House – Feb 2024)
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How do we build IMI with OOB?

Gen 1:
Direct Access
• Banned by CISA 

directive

Gen 2:
Protected, Shared 
Infrastructure
• The most Common 

Implementation Today

Gen 3:
Fully Isolated
• Security by Design
• Platform Approach
• Adaptable
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IM I is  R e c om m e n d e d  b y …

DORA



La c k  of S ta ff
8 7% und e rs ta ffe d  ( from  
ISC 2, W W  c yb e rs e c urity 
m e m b e rs  a s s oc ia tion )

“ How  m u c h  tim e  w ill th is  
ta k e ? ”

“ How  d o I br in g  u p a  n e w  s ite  
w ith  le s s  s ta ff a n d  c os t”

Da y  Ze ro &  On e
Ins ta lla tion Da y

Bring  Site s  up  q uic kly

“ W ill th is  c h a n g e  bre a k  th e  
s y s te m ? ”

“ How  d o I Elim in a te  
c on fig u ra tion  d r ift? ”

“ How  fa s t c a n  I re c ov e r? ”

“ How  c a n  I q u ic k ly  re bu ild  m y  
In fra s tru c tu re ? ”

On g oin g  Op e ra tion s
Ke e p  e ve rything  running

Un p la n n e d  Ou ta g e s
Minim ize  d a m a g e  a nd  

d owntim e

La c k  of C on fid e n c e
320 + d a ys  to p a tc h

La c k  of R e c ov e ry  C a p a b ility
$ 5 .0 4 M+ in d a m a g e s  p e r 

ins ta nc e

G a ps

Ou tc om e
C h a lle n g e s

Li fe  a s  a n  IT  A d m in



La c k  of S ta ff
8 7% und e rs ta ffe d  ( ISC 2)

“ How  m u c h  tim e  w ill th is  
ta k e ? ”

“ How  d o I br in g  u p a  n e w  s ite  
w ith  le s s  s ta ff a n d  c os t”

“ W ill th is  c h a n g e  bre a k  th e  
s y s te m ? ”

“ How  d o I Elim in a te  
c on fig u ra tion  d r ift? ”

“ How  fa s t c a n  I re c ov e r? ”

“ How  c a n  I q u ic k ly  re bu ild  m y  
In fra s tru c tu re ? ”

Un p la n n e d  Ou ta g e s
Minim ize  d a m a g e  a nd  

d owntim e

La c k  of C on fid e n c e , Ze ro Da y 
to Ze ro Hour a tta c ks
30 0 + d a ys  to p a tc h

La c k  of R e c ov e ry  C a p a b ility
$ 5 .0 4 M+ in d a m a g e s  p e r 

ins ta nc e

G a ps

Ou tc om e
C h a lle n g e s

Li fe  a s  a n  IT  A d m in

Da y  Ze ro &  On e
Ins ta lla tion Da y

Bring  Site s  up  q uic kly

Da y  Tw o
Ong oing  Op e ra tions

Ke e p  Eve rything  Running



La c k  of S ta ff
8 7% und e rs ta ffe d  ( ISC 2,)

“ How  m u c h  tim e  w ill th is  
ta k e ? ”

“ How  d o I br in g  u p a  n e w  s ite  
w ith  le s s  s ta ff a n d  c os t”

“ W ill th is  c h a n g e  bre a k  th e  
s y s te m ? ”

“ How  d o I Elim in a te  
c on fig u ra tion  d r ift? ”

“ How  fa s t c a n  I re c ov e r? ”

“ How  c a n  I q u ic k ly  re bu ild  m y  
In fra s tru c tu re ? ”

Doom s d a y
Unp la nne d  Ou ta g e s
Minim ize  d a m a g e

a nd  d owntim e

La c k  of C on fid e n c e
15 0 + d a ys  to p a tc h

La c k  of R e c ov e ry  C a p a b ility  
$ 5 M+ in d a m a g e  p e r 

ins ta nc e  ( $ 12B in C Y23, x2 
s inc e  4 Y, Bure a u a na lys is )

G a ps

Ou tc om e
C h a lle n g e s

Li fe  a s  a n  IT  A d m in

Da y  Ze ro &  On e
Ins ta lla tion Da y

Bring  Site s  up  q uic kly

Da y  Tw o
Ong oing  Op e ra tions

Ke e p  Eve rything  Running



S e e d  of Life
De p loy loc a tions  fa s te r

“ How  m u c h  tim e  w ill th is  
ta k e ? ”

“ How  d o I br in g  u p a  n e w  s ite  
w ith  le s s  s ta ff a n d  c os t”

“ W ill th is  c h a n g e  bre a k  th e  
s y s te m ? ”

“ How  d o I Elim in a te  
c on fig u ra tion  d r ift? ”

“ How  fa s t c a n  I re c ov e r? ”

“ How  c a n  I q u ic k ly  re bu ild  m y  
In fra s tru c tu re ? ”

Doom s d a y
Unp la nne d  Ou ta g e s
Minim ize  d a m a g e

a nd  d owntim e

Is ola te d  M a n a g e m e n t 
In fra s tru c tu re

Da ily C ha ng e  Ma na g e m e nt

Is ola te d  R e c ov e ry  
En v iron m e n t

Re c ove r from  outa g e s  fa s te r

S olu tion s

Ou tc om e
C h a lle n g e s

S olu t ion :  A u t om a t ion  + OOB

Da y  Ze ro
Ins ta lla tion Da y

Bring  Site s  up  q uic kly

Da y  Tw o
Ong oing  Op e ra tions

Ke e p  Eve rything  Running



NGFW

Spines

Leaf 
Switches

APICs

APIC APIC
Server 1 Server 2

APIC
Server 3

Gen 3:
Isolated Management Infrastructure

Production InfrastructureControl Plane Infrastructure

Admin

Remote

Local

Out-of-Band

Strongly Encouraged by BOD 23-02 (CISA)

Zero Trust Jumpbox

Services
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In itia l De ploy m e n t

4 0 + ne w s tore s  to op e n

Only 3 IT s ta ff

Op e ning  a  ne w s tore  e ve ry othe r we e k 

Avoid ing  truc k roll, 
Re d uc ing  c os ts , 

$ 75 ,0 0 0 + p e r ye a r

Fe a tu re s  Us e d :

Mod ula r ha rd wa re  with LTE, Se ria l, 
Stora g e , Fib e r C onne c tivity, C om p ute  

Autom a tion

ZPE C loud

Da y  Ze ro

Da y  Ze r o,  Da y  T w o,  Doom s d a y



In itia l De ploy m e n t On g oin g  Ope r a tion s

4 0 + ne w s tore s  to op e n

Only 3 IT s ta ff

Op e ning  a  ne w s tore  e ve ry othe r we e k 

25 0  d a ta c e nte rs

7,0 0 0 + d e vic e s

Avoid ing  truc k roll, 
Re d uc ing  c os ts , 

$ 75 ,0 0 0 + p e r ye a r

C ons is te nt, fa s te r, a utom a te d  
d e p loym e nts  &  p a tc hing

No a d d itiona l m a np owe r

Fe a tu re s  Us e d :

Mod ula r ha rd wa re  with LTE, Se ria l, 
Stora g e , Fib e r C onne c tivity, C om p ute  

Autom a tion

ZPE C loud

Fe a tu re s  Us e d :

Ans ib le  Autom a tion

Auto d is c ove ry

C lus te ring

Doc ke r/ V M V irtua liza tion

Da y  Tw oDa y  Ze ro

Da y  Ze r o,  Da y  T w o,  Doom s d a y



In itia l De ploy m e n t On g oin g  Ope r a tion s R e c ov e r y  a n d  R e s u r r e c tion

4 0 + ne w s tore s  to op e n

Only 3 IT s ta ff

Op e ning  a  ne w s tore  e ve ry othe r we e k 

25 0  d a ta c e nte rs

7,0 0 0 + d e vic e s

La c k of re s ilie nt re c ove ry infra s truc ture

Quic k re c ove ry is  c ha lle ng ing  in 10 0  re m ote  loc a tions

Avoid ing  truc k roll, 
Re d uc ing  c os ts , 

$ 75 ,0 0 0 + p e r ye a r

C ons is te nt, fa s te r, a utom a te d  
d e p loym e nts  &  p a tc hing

No a d d itiona l m a np owe r

Quic k d a ta c e nte r re b uild

Ra ns om wa re  re c ove ry

Minim ize  b us ine s s  d is rup tion

Fe a tu re s  Us e d :

Mod ula r ha rd wa re  with LTE, Se ria l, 
Stora g e , Fib e r C onne c tivity, C om p ute  

Autom a tion

ZPE C loud

Fe a tu re s  Us e d :

Ans ib le  Autom a tion

Auto d is c ove ry

C lus te ring

Doc ke r/ V M V irtua liza tion

Fe a tu re s  Us e d :

ZPE C loud

4 G / 5 G

Doc ke r/ V M V irtua liza tion

Built Is ola te d  Re c ove ry Environm e nt ( IRE)

Da y  Tw o Doom s d a y

Da y  Ze r o,  Da y  T w o,  Doom s d a y

Da y  Ze ro
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