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T1 Ba doupue oNuepa
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H petdPaon and traditional ce Al-powered SOC I[Iog otemtiBépevoralonoovy 1o Al

[log to AlaAralertn Aettovpyia tov Security Operations Centers Reconnaissance, exploitation ka1t avtopatonompuéveg emBécelg
03 04

O poArog tov Aloto pentesting &red teaming Defender Al vs Attacker Al

Tayvtnta, akpifela kot cvvénen oto offensive security [Tov xepdiCein kG Oe TAevpd Kot yroti

05 06

[Ipaktikéc emmmtwcelg Yy to SOC To uéAhov uéyprto 2026

Tionuaiver ya tovg avlpodmovg tov SOC onuepa [loc eEelicoetat o poAoc Tov analyst ka1 Ttov pentester
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To TTepIBAAANOV OTO OTTOIO AEITOUPYEI OAMEPA TO
SOC

Expnktwn avénon copfdviov &alert fatigue
. Xh1ddeg alerts nuepnoiong
. 65-80% false positives o¢ mapadoctakd SOCs

. O avlpdmwog eyképarog dev pmopeiva doyeplotei T€T010 OYKO

2OVvOETEC, KATOKEPLATIGUEVEG VTOOOUES

. Cloud, multi-cloud &hybrid environments
. Containers, APIs, microservices

. IoT/OT interconnections

. Agdopéva mavtov — visibility nowhere

Skills gap &operational pressure

. Avryotepot analysts and 6covg ypedlovtat ta SOCs
. Burnout, turnover, knowledge gaps
. Avaykn yuw upskilling ce detection engineering kot Alworkflows

Emiti0épevorl pe mpdécsPfacn oe Altooling

. Agv ypewalovtat deep technical skills
. ‘Exovv mhéov automated recon, exploit assistance &phishing engines
. H taydtnta tg enibeong avéavetat opapaTikd

[ Tati autd givan kpioio: To SOC é€xel peivel "avBpwivo". H ettiBeon €xel yivel "unxavikn". H icoppotria aAAAdel.
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Al oto SOC: lNwc¢ aAAadel To Triage

& 10 Detection

Intelligent Triage Advanced Al-
Driven Detection

e  Avtopatn
agAdynon « Correlation mtépa and
coPapotntog traditional SIEM rules

(severity prediction) - pmemely detseiion e

. ApocTikn peioon machine learning

false positives D
P . Identification of weak

(] A 1 .
Avtépato enrichment signals

ue context
. Cross-source

. ) )
Dynamic asset reasoning

importance scoring

TPOPANUO.

Real Impact on
Operations

* Meiowon MTTA/ MTTD

* Aviyvevon ocbvlhetov

pattern
 Data-driven

prioritization
 Early detection cto

attack chain

To Al"kaBapiCel" to BO6pvPo Katavadekvdel 0,T1 €xetonuacio — Tpv yivet
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Al otnv AvaAuon Zvufaviov &

ctnv Avtopatonoinomn ATOKPIGNG

Al-Assisted Incident Analysis

. Root Cause Analysis pe Alpattern matching
CD\ . Automatic summarization of complex log sequences
. UEBA: detection abnormal user &entity behaviors

* Anomaly scoring &contextual recommendations

Al-Enhanced Investigation Workflows

 Natural language investigation
@ . Cross-log reasoning (EDR + AD + Cloud logs)
. Scenario reconstruction &timeline generation

. Suggested next steps based on historical cases

Al-Powered SOAR & Response

. Auto-generation of response playbook actions
% . Explainable decisions

. Automated containment / isolation steps

. Al-assisted incident report drafts & SLA tracking

IR TRV ARV LOINIOI®R [110 Yp1)YOpEG, MO0 CLVETEIS, MO TEKUNPI® LEVEG AVAAVGEILS.
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Ta 6 MNpakTikd OpeéAn atd Tnv Evowpdtwon Tou Al oto SOC

Meiwon QopvPov &False Positives Tayvtepo MTTD / MTTA

60-80% Aydtepa alerts yuo manualreview. Xvvenéc filtering Yo pig k6nwon. Seconds — minutes avti ywo hours. Inmediate pattern correlation. Early

Focus o10v¢ mpaypatikoHg kivdvvovg. identification of stealthy behaviors.
o

Ba0vtepn AvdAivon pe Atyotepn IlpoondOeia KaAvtepn Ztabepdtnta 24/7

Auto-enriched data. RCA assistance. Clearer narratives ywo ka0¢ incident. Yvveneig anopdoelg. Mnoevikn "avéopeimon mtowdwtntac" peta v fapoldv.

Uniformity 6tnv aVITILETO TGN TEPICTATIKAO V.

Aryotepo Burnout & Kaivtepn An6doon Oudoog I'pnyopn MetaPacn oe SOC Maturity Level 2/3
Meimon repetitive tasks. Avaxoveion and low-value work. Focus c¢ detection Al-driven detection — Tier 1 uplift. Al-supported response — Tier 2 uplift.
engineering &hunting. Proactive insights — Tier 3 uplift.

() OuoiaoTiké pfjvupa:  To Al dev "BeAtiwvel" 10 SOC — 10 PHETOUOPPAOVEL ETLYEPNOIOLKA.



Al-Powered Threat Actors: H Néa I'evid ExiOéocemv

Otemtifépevor dev ypetdlovtarmiéov deep expertise. To Al kadOnTel kKEVA 0 TEYVIKEG YVDOOELS Kol emtaybvel kG be o1ddo Tov cyber kill

chain.

Reconnaissance cg devtepOAETTA

Automated OSINT, surface discovery, asset mapping

g

E€apetikd peadlioTikd socialengineering

Phishing content, voice cloning, deepfakes

Malware mov mpocappoletat avToOuoTH

3
———

Mutation engines, code obfuscation, evasion patterns

Autonomous multi-step attack agents

Scanning — Exploitation — Persistence — Lateral Movement

lNMatioavto etvat amedn

OremBécelg yivovtat o Tayvtepeg . ITo stealth . I £&vmveg c ITo eOnvég . ITwo cvyvég

4SPACE
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Al-Powered Reconnaissance: IIo¢c ot EmitiOéuevor
AVoKAADTTOVV XTOYO0VGC G6E AgvTtEpPOrETTA

Automated OSINT Collection Attack Surface Intelligence
YVOAAOYN TANPOPOPLOV ATTO OEKADEC E% Al-based avalnmon exposed services.
my€ég tavtoypova. Entity extraction & @ Cloud asset discovery. Automatic risk
relationship mapping pe AL ranking.
Recon — Action in Minutes Mass Enumeration at Scale
%

[TaA1d: ®pec manual épevvac. Topa: Al Rapid scanning &enumeration. Pattern

&

agents OMUIOVLPYOVV TANPN EKOV A detection yio mOaveég advvapieg.

01O 0V LECO GE AETTA. Predictive exploitation paths.

MNari eivar onuavriké yia 1o SOC: Henibeon Eexvd moAv o ypnyopa — dpa to SOC npéneitva evroniletvopitepa weak signals.



#4SPACE
Al-Enhanced Phishing: H Néa Emroyn tov Social Engineering

Al-Driven Impersonation

>

Hyper-Personalized Phishing Content , , : : ,
Voice cloning / audio spoofing. Video deepfakes yio CEO/CFO fraud.

Anolvta @vowo keipevo (no grammar red flags). [Ipocappoyn oto Real-time voice modulation 6e tTmMAiepwvikég andtec. Alpersona
VQo¢ Tov opyavicpov. Al-generated pretexts Baciopnéva oce OSINT modeling yiwo credible email identities.

metadata. Dynamic lure creation pe real-time context adaptation.

el

Multi-Channel Social Engineering

Al-Generated Lures Based on Live Data

Monitoring company news / posts. Exploiting organizational events.
Email + SMS + WhatsApp + LinkedIn sequence attacks. Automated "Context-aware" phishing. Perfect tailoring yopic avOpdmivn

follow-up scripts. Human-like timing &tone. Behavioraladaptation (Al SNUIOVPYIKOTNTAL.

"uoboaivel" anod ta replies).

) Tari eival onuavTiké: To phishing dev paivetarma cav phishing. ®aivetartcav éva oAb kalo@Tiaypuévo avlpodmivo Pvoupa.
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Al-Powered Malware & Autonomous Attack Agents

Al-Augmented Malware Evasion

« Avtoépatn petaPoAin signature (mutation engines)
« Al-based obfuscation ywo va mapaxdpuntovtat EDR/AV rules
« Adaptive payload behavior based on environment checks

* (Code randomization ywo pikpotepo detection footprint

ML-Assisted Exploit Crafting

« Automated identification of vulnerable patterns
« Al-based exploit template generation
« Learning from failed attempts — adaptive re-try

 Faster exploitation expetaAlevopevn public PoC knowledge

Autonomous Attack Agents

Multi-step automation (scan — exploit — persistence — lateral

movement)
Al-based decision trees
Real-time adjustment if detection is attempted

Continuous operation — 24/7 offensive pressure

Unified C2 with Al Assistance

Auto-prioritization of high-value targets
Automated credential testing &pivot planning
Reduced "operator fatigue"

Faster attack loops across environments

To ammotéAeopa: EmiBéceig mov madid n0eAav NUEPEC, T® PO OAOKANPDOVOVTIOLGCE MPEC N KOl GE AETTA.
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Al oto Offensive Security: TaxutnTta, AKpipeiq,

2VVETELN

Faster, Smarter Reconnaissance Assisted Exploitation & Payload Support
Auto-enriched recon results (domains, ports, technologies). Al Alsuggestions yia potential attack paths. Review of public
correlation across OSINT, DNS, cloud footprints. Automatic PoCs for applicability. Pattern-matching ce known
prioritization of high-value targets. Atydtepog ypoévog oce vulnerabilities. Al-powered customization (input validation,
repetitive enumeration. error handling, fuzzing hints).
Enhanced Post-Exploitation Analysis Al-Generated Reporting & Documentation
Auto-built privilege escalation maps. Al-assisted lateral Automated draft reports (executive + technical). Automatic
movement reasoning. Faster identification of persistence mapping ce€ MITRE ATT& CK / OWASP. Consistent narrative for
opportunities. Reduced manual data triage. complex findings. Quality uplift ce large engagements (red
team ops).

To ammotéAeopa: Ta pentests yivovTal TaxuTepa, IO AKPIPN, TTIO TEKMNPIWMEVA Kal TTIo repeatable.
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Al-Generated Reporting: And "Ynoypéwon" — oce "Ztpatnyiko
[TAheovéExkTnua "

Structured Drafting & Summarization

Avtopatn petatpontn raw notes oce coherent drafts. Zvvontikéc teyvikég neprypapég oe 1-2 Aemtd. Consistent vocabulary & formatting. "Boilerplate-free"

narrative yw k4 0¢ finding.

Evidence Interpretation & Log Summaries

Avayvoon output and epyareion (Nmap, Burp, Nessus, PowerShell). AvédodoeiEn Paocikdv element: impact, affected components, exploitation path. Al grouping

related artifacts o€ single finding. Low-level evidence — high-level explanation.

Automatic Security Mapping

MITRE ATT& CK mapping. OWASP Top 10 classification. CWE correlation. Suggested remediation wording (clear, actionable).

Report Acceleration & Quality Uplift

40-70% less time spent on documentation. Consistent style across large engagements. Executive summaries mov "Byédfovv vonua" and tmv tpd 1t avayveoon.

Apeca reusable insights yio blue team detection engineering.

To ammoTéAeoa: Reports mov givat tayvtepo, KAAVTEPO SOUNUEVE KOLTOAD TLO X PHOLA Y10, TOV TEAATY.
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Al Defenders vs Al Attackers: H
Mayn vy to ITAgovEKTnUO

Al Defenders Al Attackers

 Visibility across logs, assets & * Automated recon &target profiling
identities e« Hyper-personalized social

« Behavioralanalytics (UEBA) & engineering
anomaly detection + Obfuscated malware &adaptive

« Automated triage &correlation exploits

* Smartresponse actions * Autonomous multi-step operations
(containment, isolation, enrichment) . Unlimited speed, scale &

« Consistency 24/7 — zero fatigue experimentation
H ouadia: Acgv gival paxn «avbpwrog vs AvopwiTogy. Eivai paxn "Al + avbpwtrog”

vs "Al + avBpw1Tog".

O vIKNTAG €ival auTdg TTou agloTtrolei kaAuTtepa 1o Al.
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The Human Factor: O Nupnvac tnc AcpaAsiacg

I[Hopopevet AvBpomivog

Human Judgment & Context

To AIBAémerpatterns — Oy1mpoBécelg. MOvo o
dvOpomog katarafaivel "t onuaivel” éva event.
H Anyn piokov &otamo@acels mapapuévovyv

avOpomiveg.

SOC Expertise & Adaptation

Threat hunting Baociletal oe "intuition" &
eunepio. To Al yperdletar guidance, fine-tuning
&validation. Detection engineering amaitei

avOpomivn kpion.

[J  Houoia: To Al kGvel Tn doUAeId pag TTIo ypryopn

Ethical & Strategic Oversight

To Al dev katavoeinBikd 6pwa. Aev E€per Tt
" Z n .z n 4 "
npémel" M 11 "emurpénetal’. Governance,

escalation, accountability — avBponiva tasks.

Creative Offensive Thinking

To AIBonBd, aArd dev @TIAYVEL ONUIOVPYIKES
enBéoceic. Hmpaypatkn aio tov pentester eivat
n evpnuatikotnta. Otré&vnveg lateral moves

TopapuEVoUV avlpaomivn téyvn.

— aAAG gpeig eipaote avtoi MOV TNG divovue vonua.
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Key Takeaways: Ti kpataue atmo 10 Al oto SOC & oT1O
Offensive Security

To SOC yopic Aldev kdverscale OtrErnuti®épevor €yovv 101 1 Kot To Offensive Security

eyarvtepn tpocPaocn ce Al Enttaydvetatr kot BaBaivet
Ta onuepwva dedouéva, o 0YKOG KAl Hey PN 7P B N X
nToAvmAokdTNTO TO amattovv. To Al Alrecon, phishing, malware & ITwo ypfyopo recon. ITwo £€Evavn avdAivon
uewwverB6pvpo, avéaver tayvInta, autonomous agents. H eniBeon eivatrmio evpnuatov. KaAvtepo reporting pe Al
evicyvetovvéneta. Al-assisted SOC — ypnyopmn katr o stealth and moté. To SOC support. Aev avtika016td Tov pentester
a6 Tier 1 monitoring ce mpaypatiko Tier TpémeLvVa avTtaymvicoTel tnv 01 — TOV EVIOYVEL
2/3 maturity. texvoloyia.
H Méayn Aev Eivatr"Alvs AvBpwmoc" O AvBpomog ITapauéver KaBoplotikdc
Eivat1 Al + avBpomog vs Al+ avBpomnog. To theovéktnua givat Kpion, n01kn, 6nuiovpykdTnTo KOl GTPATNYIKN TOUPAUEVOLV
Dépa opodTnTag XpNone, oxttexvoroyiog. Omotoc a§lomolei 1o avOpormiva. To Aletvat moALantAaclactig OVVAUNS, Ol
Al oppoa — kepdilet. avikatootdtns. Ta SOC &Red Teams pe Al yivovtatl o

avOpomiva — oyt Atydtepo.

To Aldev aArdlerudovo ta epyaieio pog. AALGLeLTOV TPOTO TOV CKEPTOUAGTE, OPYAVOVOUALGTE KA1 ALUVVOUAGTE.
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Thank you

Aldoesn'treplace us. It empowers us.

Socrates Kelesoglou

SOC Manager | Red Team Leader
Space Hellas Group of Companies
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