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The Expanding IoT Landscape 
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The number of connected IoT devices is forecast to grow to over 21 billion by the end of 2025 and potentially 

surpass 50 billion by 2035, generating 79.4 zettabytes (ZB) of data (IDC)



From IoT to AIoT

3Infocom World 2025 | Athens, Greece26 November 2025

Intelligent Devices

AI helps IoT reach its fullest potential

Learning  from the 

generated data 



AIoT–Edge-Cloud Continuum Concept
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The computing continuum is the paradigm that integrates, organizes, and considers 

the computing and network resources across different infrastructures (endpoint 

devices, edge nodes, cloud data centers, and the networks connecting them) for 
deploying workloads, instead of relying on a specific infrastructure.

Technical Challenges

(i) distributed data management

(ii) continuum infrastructure virtualization 

and diverse network connectivity; 

(iii) optimized and scalable service execution 

and performance;

(iv) guaranteed trust, security, and privacy; 

(v) reliability and trustworthiness; and

(vi) support of scalability, extensibility, and 

adoption of open-source frameworks 



Cybersecurity Challenges Across the Continuum 
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Billions of devices. One connected world. 

Infinite security challenges.
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 Compromised credentials like weak or unprotected passwords

 Phishing attacks or other ways to manipulate employee 

behavior to grant access to an unauthorized individual

 Malicious and disgruntled employees who intentionally share 

credentials or sensitive data

 Poor encryption implementations like expired SSL certificates 

and unpatched data transfer protocols

 Excessive traffic from distributed denial of service (DDoS) 

attacks

 Misconfigured infrastructure or services

 Unsecured connection with third parties like vendors or 

customers



Attack Surface
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Attack surface expands across layers

 Need for end-to-end trust and zero-trust architecture.

 Cybersecurity must be context-aware and distributed.

🌐 IoT sensors, gateways, edge 

nodes, and cloud platforms, form a 

distributed ecosystem

⚠ Each new device expands the 

attack surface — emphasizing the 

need for robust cybersecurity.



CyberNEMO Motivation

• Transition from IoT to AIoT (Artificial Intelligence of Things)

• “connected things”, ranging from low-end devices, such as simple sensors and actuators to collaborating 
swarms of intelligent systems, such as autonomous cars, Unmanned Aerial Vehicles (UAV) and robots need 
sufficient, real-time, secure and trusted support from the edge cloud, including storage, computational 
and processing resources, along with AI support

while:

• Rising cybersecurity threats (increasing cyberattacks - zero-day)

• cybersecure and trusted Computing Continuum of IoT/Edge/Cloud/Data is required
• with less data stored and processed in central data centres, and more data processed closer to the user, 

cybersecurity, privacy and security breaches will no longer be able to focus on protecting central points of 
connection (POC), but consider any segment as non-trusted
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CyberNEMO vision

CyberNEMO will establish itself as a paradigm-shift towards cybersecure AIoT-
Edge-Cloud-Data continuum by introducing an open source framework to 

support Computing Continuum resilience, preparedness, awareness, detection, 
and risk mitigation within Critical Infrastructures deployments and across 

supply chains. 
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