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CyberNEMUO motivation

Utter end-to-end cybersecurity solutions for the Alol-Edge-Cloud-Data
Continuum, within Zritical Infrastructures deployments and across supply
chgins, to support awareness, preparedness, detection, risk mitigation and
resilience.

CyberNEMO SAAM: Pan-Furopean Knowledge Sharing, Fisk Assessment [hreat
Analysis and Incidents Mitigation Lollaborative Flatform
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SAAM in CyberNEMO ZT Architecture
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SAAM -EU Cybersecurity Regulatory framework 148

EU Cybersecurity strategy
¢ Proposes building a European Cyber Shield via a network of Security Operations Centres across the EU

Cyber Resilience Act
*  Promotes ICT certification at EU level

EU Cyber Solidarity Act

*  aims to enhance cybersecurity across the European Union by improving the detection, preparation, and response to large-scale cyber incidents

EU Artificial Intelligence Act (Al ACT)

* human agency and oversight, privacy and data governance

Directive on Security of Network and Information Systems 2 (the NISZ Directive)
¢ Underlines joint activities and knowledge sharing

o Established the European Cyber Crises Liaison Organisation Netwaork (EL - CyCLONe) help manage large-scale cybersecurity incidents across the EU

NCCS - Network Code for cybersecurity aspects of cross-border electricity flows

* [Cross-border flow governance for cybersecurity risk management, risk assessment, risk classification, evaluation, and treatment.
«  Early warning system for threat information gathering, processing, notification, providing right information to right people at right time

Data bovernance Act
* increase the availability and reuse of data across Europe

NIST - Artificial Intelligence Risk Management Framewaork (Al RMF 1.0)
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SAAM tunctional view

SAAM Command & Control Interface
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SAAM - Knowledge Sharing six @

TAXI MISP
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o Secure collaboration and cooperation environment

Enabling secure, collaborative infarmation sharing among a
defined set of members, improving collective threat intelligence,
and providing a controfled environment to protect sensitive data
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SAAM - Ambitions @ Goals

Pan-European cybersecurity Risk Management
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