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CyberNEMO motivation

Offer end-to-end cybersecurity solutions for the AIoT-Edge-Cloud-Data
Continuum, within Critical Infrastructures deployments and across supply
chains, to support awareness, preparedness, detection, risk mitigation and
resilience.

CyberNEMO SAAM: Pan-European Knowledge Sharing, Risk Assessment, Threat
Analysis and Incidents Mitigation Collaborative Platform
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SAAM in CyberNEMO ZT Architecture
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CyberNEMO
• Knowledge Sharing, risk 

Assessment, threat 
Analysis and incidents 
Mitigation (SAAM)

• Auditing, Certification & 
Accreditation (ACA)
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EU Cybersecurity strategy 

• Proposes building a European Cyber Shield via a network of Security Operations Centres across the EU

Cyber Resilience Act 

• Promotes ICT certification at EU level

EU Cyber Solidarity Act

• aims to enhance cybersecurity across the European Union by improving the detection, preparation, and response to large-scale cyber incidents

EU Artificial Intelligence Act (AI ACT)

• human agency and oversight, privacy and data governance

Directive on Security of Network and Information Systems 2 (the NIS2 Directive) 

• Underlines joint activities and knowledge sharing 

• Established the European Cyber Crises Liaison Organisation Network (EU - CyCLONe) help manage large-scale cybersecurity incidents across the EU

NCCS – Network Code for cybersecurity aspects of cross-border electricity flows 

• Cross-border flow governance for cybersecurity risk management, risk assessment, risk classification, evaluation, and treatment.

• Early warning system for threat information gathering, processing, notification, providing right information to right people at right time

Data Governance Act

• increase the availability and reuse of data across Europe

NIST - Artificial Intelligence Risk Management Framework (AI RMF 1.0)
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SAAM -EU Cybersecurity Regulatory framework



SAAM functional view
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SAAM – Knowledge Sharing
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Group A

Group AB

Group ABC

Group BC

Group C

• Trusted Circles form sharing Groups

o Eligible & Interested stakeholders

• Insightful Knowledge sharing

o Enriched CTI events

o Standardized communication

• Secure collaboration and cooperation environment

Enabling secure, collaborative information sharing among a 
defined set of members, improving collective threat intelligence, 
and providing a controlled environment to protect sensitive data



SAAM - Ambitions & Goals

Cybersecurity threats

SAAM

CI

CI

CI

ISAC CERT

• Pan-European cybersecurity Risk Management
o Promoting collaboration and coordination through secure Knowledge 

Sharing
o Enhanced cybersecurity state awareness

o Aligned with EU cybersecurity regulatory framework

o Trusted Circles & Sharing Groups 

o Visualize pan-European CI network operational status

• High quality EU CTI data generation
o XAI AI assisted/enhanced coordinated attacks and cascading effects 

identification

o Insightful recommendations & mitigation actions

• Secure and standardized CTI communication
o Blockchain/DLTs

o STiX & TAXII

o MITRE ATT&CK and MITRE D3FEND

• Auditing, Certification & Accreditation (ACA)
o Identify vulnerabilities, potential risks, and threat

Alarms & countermeasures

FML Model Sharing
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