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• Compliance-by-conception Development

• ERGO Framework

• From Principles to Requirements
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Talking about



Compliance-by-conception Development

• CyberNEMO Project aims at ensuring compliance of its outcomes since
the early stage of the project development

• In DevOps/DevSecOps paradigm, compliance means

• Therefore, compliance has to be continuously assessed since the 
conception, NOT at the end of the development
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ISO/IEC/IEEE 32675:2022(en)
Information technology — DevOps — Building reliable and secure systems including application build, package and deployment

Continual fulfillment to internal and 

external requirements, rules, and regulations



ERGO Framework

• CyberNEMO establishes and adopts a methodological
framework to continuously monitor and assess
development with respect to EU values and rules: 
• Ethics and Regulatory Governance (ERGO)

• ERGO supports the project to 
• Perform continuous assessment
• Identify concerns and challenges
• Select suitable ethics and regulatory principles
• Suggest safeguards and guidelines
• Provide requirements and tools
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From Principles to Requirements
> Baseline Assessment

• During its first three months, CyberNEMO performed a baseline assessment, 
to gather and collect data on activities, technologies, data management and 
personal data
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Personal data processing Top 4 Technologies
Proprietary formats

[CyberNEMO D1.1 “CC Threat Assessment Analysis and GDPR Compliance” March 2025]



From Principles to Requirements
> Challenges and Concerns + Principles

• Analysis of data collected with the baseline assessment, allowed to identify 23    
challenges and concerns, corresponding to 5 categories and corresponding
principles to be followed
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# of Challenges Categories Principles

2 Personal data GDPR – EU 2016/689

5 Data from IoT Data Act – EU 2023/2854 

7 Data sharing in Spaces Data Governance Act - EU 2022/868

2 Confidential data NIS 2 - EU 2022/2555

7 AI and data AI Act – EU 2024/1689

[CyberNEMO D1.1 “CC Threat Assessment Analysis and GDPR Compliance” March 2025]



From Principles to Requirements
> Guidelines and Requirements

• For each challenge, ERGO framework has identified guidelines and     
requirements and now is working on self-evaluation checklists
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Guidelines and requirements Categories - Principles

• Consent form

• No personal data in blockchain

Personal data - GDPR

• Right to access their own data

• Data sharing, interoperability, transparency and security

Data from IoT – Data Act

• Authorised reuse, non-discrimination and transparency, data structure Data sharing in Spaces –

Data Gov. Act

• Risk-based data notification, confidentiality-transparency, encryption Confidential data – NIS 2

• No prohibited AI practices, AI for cybersecurity purposes, data quality, 

transparency, human oversight, trustworthiness, literacy

AI and data – AI Act

[CyberNEMO D1.1 “CC Threat Assessment Analysis and GDPR Compliance”- March 2025]



From Principles to Requirements
> In practice
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[CyberNEMO D1.1 “CC Threat Assessment Analysis and GDPR Compliance”- March 2025]



Conclusions and next steps

• Compliance cannot be a process performed at the end of the development, BUT it is a 
continuous process since the conception

• Compliance can be achieved without risks and additional effort if and only if ethics and 
regulatory requirements are established and embedded in the development process

• ERGO methodological framework supports compliance in Dev(Sec)Ops

• CyberNEMO is still using ERGO framework and additional tools are going to be defined for 
self-evaluation
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