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Lompliance-by-conception Development

e CyberNEMO Project aims at ensuring compliance of its outcomes since
the early stage of the project development

| EC e [n Devllps/Devaeclps paradigm, compliance means

‘IEEE Continual fulfillment to internal and
external requirements, rules, and regulations
ISO/IEC/IEEE 32675:2022(en)

iniormation teehnology = bevops &~ et e Gl o8 HES "t bEY cottntisly "as SES ¥ SRR the

conception, NOT at the end of the development
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ERGO Framewaork

e CyberNEMO establishes and adopts a methodological
@ framework to continuously monitor and assess
development with respect to EU values and rules:

« Ethics and Regulatory Governance (ERGO)

W, e ERGO supports the project to
v v o Bertorm continuous assessment
= - © |dentity comcerns and challenges
= @ Sclect suitable ethics and regulatory principles
© Suggest safequards and guidelines
o @ Provide reguirements and tools
o < @
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From Principles to Requirements

> Baseline Assessment

e During its first three months, CyberNEMO performed a baseline assessment,

-
) @to gather and collect data on activities, technologies, data management and
6@ personal data
bn
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[CyberNEMO DI.I “CC Threat Assessment Analysis and GOPR Compliance” March 2025)
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From Principles to Requirements

> Challenges and Concerns + Principles

®4 « Analysis of data collected with the baseline assessment, allowed to identity 23
M"w challenges and concerns, c®responding to 5 categories and corresponding
O

principles to be followed O

‘ o
2 Personal data GDPR - EU 2016/689
5 Data from loT Data Act — EU 2023/2854
7 Data sharing in Spaces Data Governance Act - EU 2022/868
2 Confidential data NIS 2 - EU 2022/2555
7 Al and data Al Act — EU 2024/1689

[CyberNEMO DI.| “CC Threat Assessment Analysis and GDPR Compliance” March 2023]
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From Principles to Requirements

> [uidelines and Requirements

& * fFor each challenge, ERGO framework has identified  guidelines and
I

) red@irements and now is @rking on self-evaluation checklists
NS "o
Guidelines and requirements Categories - Principles

w» e« Consent form Personal data - GDPR
* No personal data in blockchain

* Right to access their own data Data from loT — Data Act
» Data sharing, interoperability, transparency and security

» Authorised reuse, non-discrimination and transparency, data structure Data sharing in Spaces —
Data Gov. Act

* Risk-based data naotification, confidentiality-transparency, encryption  Confidential data — NIS 2

* No prohibited Al practices, Al for cybersecurity purposes, data quality, Al and data — Al Act
transparency, human oversight, trustworthiness, literacy
[CyberNEMO D1.| “CC Threat Assessment Analysis and GDPR Compliance”- March 2025]
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From Principles to Requirements

> |n practice

ERGO-C2 “Personal data and & EU 2016/679 “General Data Protection Regulation”

immutable storage” - (GDPR — articles 16, 17)

ee@
=3

ERGO-R2 “Personal data and immutable storage” - Personal data shall not be stored in immutable storage to
ensure two fundamental rights of the data owner (i.e., right to rectification and right to erasure/right to be
forgotten).

CyberNEMO developers have to accurately define the data model, and, in case of personal data, they do not
have to store it in blockchain/DLT. Developers are invited to apply best practices from the state of the art,
dividing personal data from data to be stored in blockchain/DLT.

ERGO-C11 “Smart contracts for data \Q EU 2022/868 “Data Governance Act” (art.36)

sharing” -
o) ERGO-R11 “Smart contracts for data sharing” — Smart contracts for data sharing agreements shall ensure the
following essential requirements: i) robustness; ii) safe termination and interruption; iii) data archiving and
continuity; iv) access control; v) consistency.
Q The CyberNEMOQO developers have to carefully define, implement and validate that smart contracts for data
sharing satisfying the five essential requirements.

ERGO-C16 “Data Integrity, & EU 2022/2555 “NIS 2” (articles 6, 21)

Confidentiality and Authenticity”

ERGO-R16 “Data Integrity, Confidentiality and Authenticity” — To ensure data confidentiality, integrity, and
authenticity, it has to be implemented robust cybersecurity measures, including encryption for data protection,
hashing or Message Authentication Codes (MACs) or digital signatures for integrity and authenticity
verification, and comprehensive access controls.

The CyberNEMO developers have to consider the above-mentioned robust cybersecurity measures of this
requirement for ensuring integrity, confidentiality and authenticity of data.

[CyberNEMO D11 “CC Threat Assessment Analysis and GDPR Compliance”- March 2025]
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Lonclusions and next steps

e Compliance cannot be a process performed at the end of the development, BUT it is a
continuous process since the conception

e Compliance can be achieved without risks and additional effort it and only if ethics and
requlatory requirements are established and embedded in the development process

e ERGO methodological framework supports compliance in Dev(Sec)Ups

e CyberNEMO is still using ERGO framework and additional tools are going to be defined for
self-evaluation
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