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SecAwarenessTruss
Federated Cyber Range Platform

Overview

Project Name: A Dynamic Training

programme based on Cyber-Ranges Project Number: 101128049
Leveraging IT Security, Privacy and

Data Protection Culture and Budget: € 3.496.096,60
Awareness of Critical Information

Infrastructure Coordinator: PPC

Type of Action: DIGITAL-JU-SME Duration: 36 months

(Topic: DIGITAL-ECCC-2022-CYBER-
03-CYBER-RESILIENCE) Start Date: 1st January 2024




SecAwarenessTruss

Federated Cyber Range Platform
Consortium

SecAwarenessTruss is a collaboration of 9 organizations
from Greece and Cyprus, including:

4 public bodies m
2 industrial partners
Zolus

1 academic partner
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SecAwarenessTruss

Federated Cyber Range Platform
Characteristics

Empowers cyber-resilience through innovative
training

Delivers practical, cutting-edge programs for
critical infrastructure sectors to build a skilled
cyber defense workforce.

Provides cybersecurity awareness and
compliance, utilizing a controlled environment
for real-world scenarios with embedded
systematic incident response capabilities.
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Federated Cyber Range Platform
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SecAwarenessTruss
Federated Cyber Range Platform

High-Level Architecture

IAM System + API Gateway
Secure identity and data exchange backbone
SAT’s Centralized GuUI
Unified dashboard for monitoring and situational
awareness
CTI Feeds
External threat intelligence for proactive defense
SPHYNX Ecosystem
CR Platform (Cyber Range)
Risk management & training.

SPA Suite
Security & privacy assessment.

MARTE
Maritime-specific module.

Pilot System
Testbed for Energy, Telecom, Health, and Maritime

scenarios.
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secure coding, penetration testing supply chain security practices

Sector-Specific Training Module

y. Mitigating Persistence Attacks and Golden Ticket Exploits
Targeting Active Directory in Telecom Networks



ENERGY SECTOR
TRAINING
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Smart Grid Security Regulatory Framework
protecting interconnected energy systems from NERC CIP,NIS2,GDPR,IS0O27661
cyber-threats compliance
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IT/OT Integration Incident Response
securing converged information and operational effective detection and management of cyber
technology attacks

Sector-Specific Training Module

Mitigating Man-in-the-Middle (MitM) Attacks on AMI Infrastructure S
to Prevent Energy Theft and Grid Instabilities



HEALTHCARE
SECTOR TRAINING

.

Patient Data Protection  Regulatory Compliance

securing sensitive medical information HIPAA,GDPR requirements
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Telemedicine Security  Medical Device Security

VPN, multi-factor authentication connected devices assessment and updates

Sector-Specific Training Module
Preventing and Responding to Cross-Site Scripting Attacks in Web Applications
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Navigation Systems Regulatory Compliance ’
GNSS, AIS,ECDIS security IMO,BIMCO,ENISA,NIST standards !
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Team Collaboration Risk Assessment
IT/security and operations coordination vulnerability identification and mitigation
Sector-Specific Training Module T I TN

Leveraging OSINT to Identify and Exploit Vulnerabilities in Port Systems
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Federated Cyber Range Platform
AI-Integration Benefits

Personalized
® Learning Paths

adaptive algorithms tailor content and difficulty
to individual progress

Dynamic Scenario O

Generation

Al creates realistic, evolving attack simulations

E’g Automated Feedback
- immediate assessment and improvement
recommendations
Gamified Experience g@:
engaging learning through Al-powered

challenges
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The AI-Powered Future of Cyber Ranges

Key Sector- I

Specific Modules / \
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tailored threat simulation, /b
compliance training, data | /
protection L 2
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Generic Training
Modules

providing dynamic experience,
personalized learning, automatic
assessment

Continuous
Learning

real-time threat updates and
adaptive content

Critical Sectors

infrastructure protection for
telecom, energy,
maritime, healthcare,
and more sectors
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https://bit.ly/3A1uf1Q
http://bit.ly/2TtBDfr

