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5G-TACTIC - 5G Trusted And seCure network servICes

 EU DEP project

 Main goal:

Development of a 5G Cybersecurity toolbox, 
piloting of 5G solutions considering security aspects 
and training activities for European Regulator and 
Cybersecurity Authorities.

 Duration: 3 years 

 Budget: approx. 2,6 M€

 Consortium: 15 partners, 7 EU countries

(regulators, security agencies, operators, SMEs, 
academia)
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5G-TACTIC - Consortium
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Key objectives of 5G-TACTIC

 Support an open & competitive 5G European ecosystem bringing together:

 National Regulation and Cybersecurity Authorities from 4 Member States

 Technology innovating SMEs developing Open 5G solutions

 Infrastructure providers and mobile network operators

 Academia including research institutes and universities

 To develop secure, open, disaggregated & interoperable 5G solutions

 Adopt Artificial Intelligence (AI) to optimize testing and operation of 5G networks

 Integration, piloting and evaluation of multi-vendor open 5G solutions conisdering 

security aspects

 Training activities addressing technical and security audiences as well as European 

Regulator and Cybersecurity Authorities
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5G and O-RAN: Technology Challenges

 Billions of end-devices

 Multi-cloud/Heterogeneous Cloud

 Millions of subnets

 Open Interfaces & Dissagregation

 Multi-vendor environments 

 AI native operation



5G and O-RAN: Threats I

 Increase of attack Surface across all domains

 Risks associated with scalability of authentication

 Physical threats: 

 The 5G network is highly vulnerable to physical tampering of nodes

 Deploying MEC with lightweight devices may compromise both device integrity and the data they process

 IoT systems are susceptible to resource exhaustion, insecure communication, and physical intrusion due to 

limited computational capacity and security controls

 Heterogeneous edge/central cloud infrastructures suffer interoperability challenges for security 

mechanisms as they lack relevant standardization 



5G and O-RAN: Threats II

 User interfaces: Limited user interfaces in many end devices affect threat awareness and response

 Security protocols: Not designed according to 5G requirements such as low-latency, high-speed 

communications

 MEC containerization: Containers may run on compromised hosts or dishonestly consume significant 

resources, incapacitating other containers

 Open interfaces: promoted by O-RAN expand the attack surface and expose the system to third-

party code

 Multi-vendor interoperability: Multiple vendors and service providers can lead to inconsistent security 

implementation and varying levels of security expertise 

 Powerful attacks: Adversarial attacks, exploiting vulnerabilities in AI algorithms can potentially have a 

very large attack surface in 5G/6G environments
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• Assume a breach is inevitable (or has already occurred)

• Constantly limit access to only what is needed

• Looks for anomalous/malicious activity everywhere

End-to-end protection: Local cybersecurity loops
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A. Tzanakaki, “Security Consideration in 

the 6G Era”, EUCNC 2025, Plenary 

Presentation, Poznan, Poland, June 2025

https://www.youtube.com/watch?v=3fw

Oy0PTf1I&list=PLKEhgtaqycm6MKYbyC

5vLn5zDOP9lGIzi&index=5&t=1407s

https://www.youtube.com/watch?v=3fwOy0PTf1I&list=PLKEhgtaqycm6MKYbyC5vLn5zDOP9lGIzi&index=5&t=1407s
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5G TACTIC Security Architecture based on ZTN



Zero Trust Networking applied in Open-RAN
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 Implement Critical Security 

Control actions preparing, 

preventing, responding, and 

recovering from attacks

 Test system for vulnerabilities 

before deployment

 Protect system as threats evolve

 Implemented in the forms of rAPPs

and xAPPs

 Use Case: Physical Layer Security

 Detect sources of physical layer anomaly

 Detect and localize jammers affecting services



Securing Transport Network in Open-RAN

 Security at Fronthaul Layer 2 using MACsec

 Various deployment options

MACsec enabled at 

O-RU and O-DU

MACsec enabled at 

edge Transport 

Network Elements

O-RU O-DUTNE1 TNE2 O-CUO-FH

Tunneled E2E MACsec
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Tunneled E2E MACsec



Zero Trust Networking applied in Service Slices: Attack Scenario
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A-I. Manolopoulos, V-M. Alevizaki1, M. Anastasopoulos and A. Tzanakaki, “An AI-Assisted Framework for
Lifecycle Management of 6G Services”, IEEE Access, 2024, 12, pp. 179449–179463



Zero Trust Networking applied in Service Slices: Attack Recovery
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 Policies are applied to isolate the affected service



Information Sharing and Exposure: Pre-deployment

 Secure design lifecycle: 

 Identify and document vulnerabilities and components contained in the product before this 

is deployed in operational environments

 Create a Software Bill of Material (SBOM) for every building block which is scanned against 

threats available in local (domain specific) repositories or external analyzers
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Information Sharing and Exposure


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CTIS4NIS: EU DEP Project

 CTIS4NIS: Cyber Threat Information Sharing enabling 

Network and Information systems Security in the EU 

 starting Dec 2025



Conclusions

 5G and ORAN bring significant technology capabilities

 These often come at the expense of increased Attack Surface across a multiplicity of domains and 
operator infrastructures

 Zero Trust Networking is proposed as a suitable framework to address security challenges

 In this context a variety of threats can be identified and addressed to minimise both occurrence 
and impact of possible attacks

 Cyber Threat Intelligence Sharing is proposed to better prepare against potential threats/attacks



Thank you!


